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Reference Architecture Guide

Introduction

This solution emphasizes delivering the Hitachi hybrid cloud storage solution for replication
use cases, disaster recovery (DR), and data mobility. This reference architecture documents
how to set up a disaster recovery and container data mobility solution with Universal
Replicator (UR) using Hitachi Replication Plug-in for Containers (HRPC). Additionally, the
document includes test procedures to validate the resiliency of the solution, which you can
leverage for your own proof-of-concept before deployment.

The environment used for validation includes two sites. The primary site consists of a Hitachi
VSP One Block 24 storage system and a Red Hat OpenShift cluster on BareMetal located in
a traditional, on-premises data center in Colorado. The secondary site consists of a VSP One
Block 28 storage system and a Red Hat OpenShift cluster on BareMetal located in an Equinix
colocation data center in California. The two sites are approximately 1,290 miles apart.

Intended audience

This document is intended for Hitachi Vantara staff and IT professionals of Hitachi Vantara
customers and partners who are responsible for planning and deploying such solutions.

Value proposition

This solution ensures seamless business continuity with block-level replication that maintains
operations during cluster or storage failures. Near-cloud data placement offers vendor
flexibility and proximity, and eliminates cloud lock-in. This solution also connects hybrid cloud
environments while ensuring guaranteed data availability across clusters, eliminating the
need for dedicated data migration software.

Red Hat Advanced Cluster Management for Kubernetes, combined with Hitachi Storage
Plug-in for Containers (HSPC), and Hitachi Replication Plug-in for Containers (HRPC),
simplifies hybrid cloud operations with centralized cluster management and seamless stateful
application deployment. It enables block-level replication directly through storage systems,
eliminating the need for dedicated data movement software, while offering robust policy
enforcement for Red Hat OpenShift cluster configuration and application deployment.

This solution takes advantage of Universal Replicator (UR), enabling seamless replication
between storage systems across the globe in a cloud-native environment without impacting
the performance of the I/O operations at the primary site.

References

» Red Hat OpenShift Documentation

= Hitachi Storage Plug-in for Containers Reference Guide
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Executive summary

The Hitachi Virtual Storage Platform One family of storage can be deployed across a
hybrid cloud landscape. This hybrid cloud storage architecture enables solutions for
DevOps needs and data services that rely on replication.

Enterprise Kubernetes distributions (such as OpenShift) are a key element in the process
of modernizing customers’ application landscapes. It delivers advantages in terms of
agility and accelerating the pace of innovation. Containers enhance the efficiency of
computing units and elevate portability. Stateless containers have less dependency in
portability; however, stateful containers have complexity in portability because of
dependencies with persistent volumes. There are challenges not only in deploying
persistent volumes, but also in ensuring that the data is protected, available, and
moveable. Hitachi Replication Plug-in for Containers (HRPC), along with Hitachi Storage
Plug-in for Containers (HSPC), addresses such challenges for production-focused stateful
containers.

UR provides a solution to avoid situations where a data center is affected by a disaster
that stops operations for a long period of time. UR asynchronous replication is the ability
to replicate data over very long distances without impacting the performance of the 1/0
operations at the primary site

Using Red Hat Advanced Cluster Management for Kubernetes, Red Hat OpenShift GitOps
and HRPC, data mobility, and disaster recovery (DR) activities can be efficiently managed
on multiple OpenShift clusters through a single console, making it a robust solution.

Because the cost of owning and operating a second data center for the purpose of
disaster recovery is not insignificant, leasing a small footprint in a colocation data center is
a cost-attractive alternative. Equinix, Inc.™ is a leading provider of such services. The key
reason for this is that the Equinix data center hosts hardware from major
telecommunication companies and cloud providers. By operating in such near-cloud
collocations, Equinix customers can connect to cloud providers and other businesses at
high speed and low latency.

The Equinix colocation was selected because it offered high-speed and low latency
connections to the major hyperscalers, such as AWS and Azure.

If you want to discuss hosting these types of solutions at Equinix, contact your Hitachi
Vantara sales team.
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Overview

Overview

* Data persistence is essential for many applications, including databases like MariaDB,
PostgreSQL, MongoDB, and MySQL, as well as CI/CD pipelines. Container Storage
Interface (CSI) integrations can provide persistent storage for stateful applications.
Integrating Hitachi storage solutions with Red Hat OpenShift addresses the key
challenges to provide robust storage support for the production deployment of stateful
applications.

* Hitachi Replication Plug-in for Containers automates storage replication between two
OpenShift clusters accessing storage systems located at different sites. It provides
replication services for the persistent volumes on VSP storage systems and is used for
disaster recovery and container data mobility use cases. After successfully deploying
Hitachi Replication Plug-in for Containers, volume replication can be configured for PVCs
using kubectl or equivalent tools (Red Hat Advanced Cluster Management for
Kubernetes).

* Hitachi Replication Plug-in for Containers integrates with the UR program product for
asynchronous replication between two storage systems. UR provides a solution to avoid
situations where a data center is affected by a disaster that stops operations for a long
period of time. Two storage systems are required in UR implementation. Typically, the
secondary storage system is located in a second data center that is far from the first data
center that contains the primary storage system. It is important to locate the two data
centers far from each other to reduce the chance that a single disaster brings down both
data centers' continuous server I/0 when a failure prevents access to a data volume, as
shown in the following illustration.

* Red Hat OpenShift is an application platform that leverages the power of Kubernetes and
combines reliable and proven services to make the process of developing, modernizing,
deploying, running, and managing applications more streamlined. OpenShift ensures a
uniform user experience whether applications are deployed on public-cloud, on-premises,
hybrid-cloud, or edge architecture.

* Red Hat Advanced Cluster Management for Kubernetes enables centralized management
of multiple clusters through a single console and supports application deployment across
clusters in a hybrid cloud environment. It also provides a set of policies that can be
enforced on OpenShift clusters for cluster configuration and application deployment.

* To summarize, our hybrid cloud environment consists of the following two domains. The
relationship between the domains is shown in the following illustration.

* An on-premises data center, located in Englewood, Colorado.

* A near-cloud Equinix colocation data center (named SV5), located in San Jose,
California.

)

Provider @

Network Service

On-premise Data Center
@E E’n;[ewu‘oé co Equinix Near-Cloud Data Center Cloud Service Providers

@ San Jose, CA
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Benefits

Benefits

Keeps the data at the near-cloud location to ensure data availability to any cloud vendor at
close proximity and avoids cloud locking.

Closes the gap between hybrid cloud environments and guarantees data availability
across different clusters.

Allows a business to resume operations when a disaster brings down a cluster
environment or the storage system.

Hitachi VSP Block series delivers enterprise-class block storage for all mission-critical
workloads, from legacy databases to modern applications. Its NVMe all-flash scalable
architecture with symmetric active-active controllers ensures you can use VSP One Block
to efficiently accelerate and consolidate workloads at any scale.

The patented Hitachi Vantara Adaptive Data Reduction (ADR) increases effective capacity
without slowing storage performance. VSP One Block continuously analyzes data during
writes and selects and switches between real-time and deferred processing for data
reduction. VSP One Block models with Compression Accelerator Modules (CAMs)
offloads data reduction processing workloads from controller processors.

VSP One Block 20 features the new patented Dynamic Drive Protection (DDP) technology
that adopts an efficient data distribution method that balances workloads between the
drives.

Key components

The following is a list of major components of the solution.

Red Hat OpenShift Container Platform: Red Hat OpenShift Container Platform (OCP)
provides a single platform to build, deploy, and manage applications consistently across
on-premises and hybrid cloud deployments. It also provides administrator views to deploy
operators, monitor container resources, manage container health, manage users, work
with operators, manage pods and deployment configurations, as well as define storage
resources. With OCP kubectl, a native binary of Kubernetes is complemented by the oc
command which provides further support for OCP resources, such as deployment and
build configurations, routes, image streams, and tags. OCP provides a GUIl and a CLI
interface for managing clusters.

Red Hat Advanced Cluster Management for Kubernetes: Red Hat Advanced Cluster
Management for Kubernetes provides centralized management and governance of
multiple Kubernetes clusters across hybrid and multi-cloud environments.

Hitachi Storage Plug-in for Containers (HSPC): HSPC is a software component that
contains libraries, settings, and commands that you can use to create a container to run
stateful applications. It enables stateful applications to persist and maintain data after the
lifecycle of the container has ended. Storage Plug-in for Containers integrates Kubernetes
or OpenShift with Hitachi storage systems using Container Storage Interface (CSl).

Reference Architecture Guide
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Key components

* Hitachi Replication Plug-in for Containers (HRPC): A plugin from Hitachi used to automate
storage replication between two OpenShift clusters and storage systems located at
different sites. Hitachi Replication Plug-in for Containers facilitates the replication of
storage volumes by creating a Replication Custom Resource (CR). Hitachi Replication
Plug-in for Containers starts replicating the specified PVC and triggers the creation of a
PVC in the secondary site. Data in the target PVC is copied to the secondary site and is
protected by UR.

* Universal Replicator: UR lives in the microcode, also known as firmware, of the storage
system. It does not require any additional hardware. However, UR must be activated by a
license key on the primary and secondary storage systems.

* VSP storage systems: Virtual Storage Platform One (VSP One) Block offers worry-free
enterprise-class block storage with certified sustainability for mission-critical applications.
A VSP One Block 24 storage system was used for persistent volume in primary site and a
VSP One Block 28 storage was used for persistent volume in secondary site.

* GitLab: GitLab is a web-based Git repository that provides free open and private
repositories, issue tracking capabilities, and wikis. It is more than just a Git repository
manager—it's a complete DevOps platform that enables development teams to
collaborate productively, automate repetitive tasks, and deliver software faster with better
quality.

* Red Hat OpenShift GitOps: Red Hat OpenShift GitOps is a declarative continuous delivery
platform based on Argo CD. Argo CD automates the deployment process by initiating pull
requests from Git repositories and deploying applications into Kubernetes namespaces.
Deployment targets can be scoped for local or remote clusters. After deploying an
application, Argo CD monitors the health of the deployment and can roll back to the
previous versions if necessary. Argo CD operates on declarative principles, ensuring that
the deployed applications align with the application configurations stored in Git
repositories, which serve as the “single source of truth” for application configurations.

= Network switches: Cisco Nexus 9000 Series switches were used to connect the two data
centers.

* 10/25Gbase-LR-S Optics: Long Range transceivers required to connect long distances

* Single-Mode Fiber Cables: Required for long-distance communications.

Hardware and software

The following table lists the hardware specifications used in this solution.

Item Description Version Function

Hitachi VSP One | (2) 12-core 2.1GHz Sapphire SVOS RF 10.3.1 | Storage system at
Block 24 Rapids A3-03-01-40/01 the primary site

256 GB cache, 1x RAID 6 (6D
+2P), DDP PG

3 x 10 GbE iSCSI ports

Hitachi VSP One | (2) 32-core 2.3GHz Sapphire SVOS RF 10.3.1 | Storage system at
Block 28 Rapids A3-03-01-40/01 the secondary site

Reference Architecture Guide
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Key components

Item Description Version Function
1 TB cache, 1 x RAID 6 (6D
+2P), DDP PG
3 x 10 GbE iSCSI ports
Hitachi (2) Intel(R) Xeon(R) Gold System ROM: 5-nodes Red Hat
Advanced Server | 6416H CPU @ 2.20GHz (1) OpenShift cluster
HPE Eth 10/25Gb 2p 631FLR- | Y30v3.10 at the primary and
HA820 G3 SFP28 Adapters secondary site
Cisco Nexus (48) 1/10/25-Gbps fiber ports 9.3(13) Network switch at
93180YC-EX 40/1 Ep2 the primary data
(6) 40/100-Gbps QS 8 ports center
Cisco Nexus (48) 1/10/25-Gbps fiber ports 10.4(3) Network switch at
C93180YC-FX the secondary data
(6) 40/100-Gbps QSFP28 ports center

The following table lists the software specifications used in this solution.

Item Version Function

Red Hat OpenShift 4.16 Red Hat OpenShift Cluster deployed at the primary and

Cluster secondary site

Hitachi Storage Plug-in | 3.14.3 | Hitachi Storage Plug-in for Containers is a software for

for Containers (HSPC) creating and managing persistent volumes for
Hitachi storage systems in a Kubernetes environment

Hitachi Replication 1.5.0 Hitachi Replication Plug-in for Containers (HRPC)

Plug-in for Containers automates storage replication between two different

(HRPC) Kubernetes clusters and storage systems located at
different sites

Red Hat Advance 2.11.3 | Red Hat Advanced Cluster Management for

Cluster Management Kubernetes provides centralized management and

for Kubernetes governance for multiple Kubernetes clusters across
hybrid and multi-cloud environments

GitLab 1.6.1 A DevOps CI/CD tool deployed in both the OpenShift
clusters to build and store applications. Also, acts as a
container registry for HRPC

Red Hat OpenShift 1.141 Red Hat OpenShift GitOps is a declarative continuous

GitOps delivery platform based on Argo CD

MongoDB 8.0.3 A stateful database application used to validate data

consistency on both on-premises and Equinix

Reference Architecture Guide

VSP One Hybrid Cloud Storage Architecture for Replication on Red Hat OpenShift




Test environment

Item Version Function

Mongo Express 1.0.2 Web-based MongoDB admin interface, written with
Node.js and express

Test environment
The following illustration shows the test environment used for this validation.

SEA @ Englewood, CO 10GhE [ EquinixSV5 @ San Jose,CA
MPLS

Nexus (10 GbE) L+ Nexus (10 GbE)

£ OPENSHIFT scsiscs| scsifics| £ OPENSHIFT

“ GitLab HostPath  Remote Pah Remote Palh  Host Path ' GitLab
Hub Cluster {Primary} [Second: jaryh
- 2 ° @ | Iy . 5
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Test scenarios

The following table lists the test scenarios performed in this validation.

Description Success Criteria

Prepare the environment: Environment is set up
according to

1. Deploy two Red Hat OpenShift Clusters, one in an on- o
specifications.

premises environment in Englewood, CO and another in a
near cloud data center in Equinix.

2. Define storage, network, and iSCSI connections.

3. Use one Dynamic Provisioning (DP) pool in both storage
systems to provision persistent volume for stateful
application.

4. Enable iSCSI in the worker nodes of both clusters.

5. Configure remote paths and journal volumes in both storage
systems.

Reference Architecture Guide
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Test scenarios

Description

Success Criteria

6. Deploy Red Hat Advanced Cluster Management in the
primary cluster.

7. Install HSPC using OperatorHub in both clusters and
configure the storage class.

8. Install GitLab and Red Hat OpenShift GitOps in both
clusters.

9. Configure the network for REST APl communication
between both clusters and the storage systems.

Configure Hitachi Replication Plugin for Containers:
1. Download Hitachi Replication Plug-in for Containers (HRPC)
installation files.
2. Prepare HRPC image and manifest files.
3. Install HRPC from Red Hat Advanced Cluster Management.

Verify that HRPC is
deployed and running
in both clusters.

Data mobility: Migrate stateful application using HRPC

1. Deploy a stateful MongoDB application with PVC from VSP
One Block 24 using Red Hat Advanced Cluster Management
on the UR primary site.

2. Insert data into the application.

3. Replicate the PVC from the UR primary site to the secondary
site using Red Hat Advanced Cluster Management.

4. \erify that the status of the replication CR is “ready”.
5. Change the desired pair state to “split” to make the S-VOL
accessible.

6. Verify that data inserted in the primary site is available in the
secondary site by deploying the stateful MongoDB
application with the replicated PVC from VSP One Block 28
using Red Hat Advanced Cluster Management.

Volume replication can
be performed using
HRPC from on-
premises to near cloud
(Equinix).

Verify container data
mobility to secondary
site is successful using
Red Hat Advanced
Cluster Management.

Disaster recovery: When an outage occurs in the primary site,
initiate failover operation to make the application available at the
secondary site and after recovery, restore the application to the
primary site and re-establish the replication.

Failover operation:

1. When an outage occurs at the primary site, change the
desired pair state to “failover” from the secondary site to
make the S-VOL accessible.

2. Deploy the stateful MongoDB application with the replicated
PVC from VSP One Block 28 on the secondary site, from the
Red Hat OpenShift GitOps Argo CD. Verify that data inserted
in the primary site is available and insert new data.

Failback operation:

Validate that data can
be protected during an
outage across the sites
using HRPC and Red
Hat Advanced Cluster
Management.
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Guidelines and recommendations

Description Success Criteria

2. Create replication from the secondary site using Red Hat

3. Perform failover from the primary site.

4. Delete the replication CR, MongoDB application and the

5. Create the replication from the primary site using Red Hat

After recovered, clean up the primary site.

Advanced Cluster Management.

« Edit the replication CR in the primary site and change the
desired pair state to “failover”.

« Confirm that replication CR status is “failover” and the
operation value is “none”.

« Deploy the stateful MongoDB application in the primary
site with the replicated PVC using Red Hat Advanced
Cluster Management.

PVC from the secondary site.

Advanced Cluster Management to resume normal business
operation from the primary site.

Guidelines and recommendations

This section describes the lessons learned from this validation, along with guidelines and
recommendations.

Establish REST API connections among clusters and storage systems and ensure
communication between both the sites.

A snapshot or clone from a PVC that is controlled by HRPC is not supported.
NVMe over Fibre Channel is not supported for HRPC.

For designing an optimal UR solution, see the_UR best practices blog.

Red Hat Advanced Cluster Management might display a warning because of a known
issue if an application is deployed in the same namespace on two different clusters.
However, the deployment succeeds.

Red Hat OpenShift is only supported on hardware platforms running on prem such as the
Hitachi Integrated Systems platform, or at Equinix that have been certified on Red Hat
OpenShift.

Validation results

This section shows the steps and screenshots for each test scenario.
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Test 1: Prepare the environment

Test 1: Prepare the environment

The test environment consists of a primary site and a secondary site. The primary site is
located in an on-premises data center in Englewood and the secondary site resides in
Equinix near cloud data center. The two sites are approximately 1,290 miles apart. A Red Hat
OpenShift cluster was deployed on both the sites using the “Assisted Installer” method on a
bare metal environment with HA820 G3.

1. Configure physical LAN and iSCSI connections for OpenShift clusters and storage
systems.

2. Provision DP pool to be used for persistent volume from VSP One Block 24 and VSP
One Block 28 storage systems located at primary and secondary sites, respectively.

3. Establish REST API connections among clusters and storage systems, ensuring the
following:
a. HRPC in the primary site must communicate with the Red Hat OpenShift cluster in
the secondary site and vice versa.

b. HRPC in the primary site must communicate with the storage system in the
secondary site and vice versa.

c. Connection between primary and secondary storage system using REST API.
iISCSI connection between primary and secondary storage system for data copy.
Admin node must communicate with storage systems and clusters.

4. To set ports for REST APl and remote copy operations, see docs.hitachivantara.com.

Deploy Red Hat OpenShift Cluster

Before you begin

Both clusters were deployed on bare metal environments using the “Assisted Installer”
method. For the installation process, see https://docs.openshift.com/container-platform/4.16/
installing/overview/index.html.

Procedure

1. When the installation completes, access the console URL.
Red Hat OpenShift Cluster on the primary site:

le-openshift- jun @ $ &  Finshupdate

You are logged in a5 3 temporary administrative user. Update the cluster OAuth configuration to allow others to logiin.

& Bulld with guided documentati
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2.

Deploy Red Hat OpenShift Cluster

In the Red Hat OpenShift console, navigate to Compute, and then click Nodes to check
the status of the master and worker nodes of the primary site cluster.

RedHat -chster v —— .
St | loca-clster @ A2 © ©  kibeadmn

Youare loggedin as a temporary administrative user. Update the cluster OAuth configuration to allow others tolog in.

o Administrator

Home

Op

Workloads

Virtualization

Networking

Storage

Builds

Red Hat OpenShift Cluster on the secondary site:

<« G © Notseure penshift- I drclusterjun @ % & Finshupdate |

RedHat
Openshift

‘You are logged in 35 3 temporary adminitrative user. Update the cluster OAuth configuration to allow others to log in.

o Administrator

Overview

Cluste

v Getting started resources @

@ Setupyour custer o2 Buld with guided documentation

Operators
Workloads View allsteps n documentation o
Virtualization
Detais Viewsettings status Actviy
Networking
© cuser P g Iniht Ongeing
Storage
@ OyamicPiug zstion
Recent events
Bulds centevent
s >
>
Openshittversion
41617 The pod s . i The rumber of curent hesly pocs A @ Stoppir >

RedHat
Openshift

You are logged in a5 a temporary administrative user. Update the cluster OAuth configuration to allow others to log in

@ Administrator

Home.

Operators

Created

@0

Workloads >  [EEEENSSN " Filesystem Instance type

Networking

Storage

Builds
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Enable iSCSI in worker nodes of OpenShift Clusters

Enable iSCSI in worker nodes of OpenShift Clusters

To access storage using iISCSI, each of the worker nodes must have iSCSI available and
running as a service. Create a MachineConfig that can enable and start the iscisd service.
Log in to the OpenShift web console and navigate to Compute, click MachineConfigs, and
then click Create MachineConfig. Populate the YAML file and click Create.

MachineConfigs ? MachineConfig details

(® worker-enable-iscsi

Details YAML Events

ion: machineconf

hineConfig

NNV A WNE

bgWWWWWWWWWW
- WO NOTWV A& WNEFEO

»
N

After a MachineConfig is created, iSCSI service will start in the worker nodes.

Configure storage systems

To configure the storage systems for replication, complete the following steps:

1. Configure the storage system as described in the Hitachi Storage Plug-in for Containers
Quick Reference Guide at https://docs.hitachivantara.com/v/u/en-us/adapters-and-
drivers/1.5.x/mk-92adptr155

2. Configure the remote paths between primary site and secondary site storage systems.
For details, see the Universal Replicator User Guide at https://
docs.hitachivantara.com/r/en-us/svos/10.3.x/mk-23vsp1b016.
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Install HSPC

The following screenshots show the paths between the primary and the secondary

storage systems.

« Remote paths from the primary storage system (VSP One Block 24).

Remote Path Group - 1

Remote Paths

S Filter
[ AL 2

Port
O CLI-C
O CL2-C

eries, VSP Fx00 and

Remote Port

Remote IP Address

172.23.31.61

Protocol

Remote TCP Port Number

Delete Remote Path Groups Cj @

Number of Remote Paths

2

B customize columns  6/6

Protocol Status
SCS! Normal
SCS! Normal

« Remote paths from the secondary storage system (VSP One Block 28).

Remote Path Group - 1

B20, VSP E series, VSP Fx00 and

Remote Paths

N’ Filter
O A

Port
D 1-M
D 2-8

Remote Port

Serial Number

Remote IP Address

172.23.31.56

172.23.31.57

Protocol

I5CS|

Remote TCP Port Number

(©]

Delete Remote Path Groups ()

Number of Remote Paths

2

Add Remote Paths

B Customize columns  6/6

Protocol Status
ISCSI Normal
(<] Normal

3. Create journal volumes for UR operations on the primary and secondary storage
systems. A journal volume of 200 GB is created in both the storage systems using
Storage Navigator. For details, see the Universal Replicator User Guide.

Install HSPC

1. After deploying the OpenShift cluster, install the HSPC plugin using OpenShift
OperatorHub. HSPC v3.14.3 is installed on both clusters.
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Create a storage class

Project; kube-system =

: » Operstordetsts
.. HitachiStorage Plug-in for Containers

Provided APls Pooider

reate,
[Hsec oo

@ hiov 12, 2024, 27 AM
S

& Schema for the hspes AP

Description

About

Requirements

Supported Driver Version

- HEPCVAE3

2. Create the HSPC instance on both clusters.
M: annsw.a;;:;;g'::;rcam.ners

HSPCs

Name Kind Status Labels Lastupdated

Create a storage class

After installing the HSPC plugin, create a storage class on both clusters to provision
persistent volumes.

1. Create a secret for HSPC on both clusters.

a. From the Red Hat OpenShift console, navigate to Workloads, click Secret, and
then click Create to open a YAML window. Enter the storage URL, username, and
password in base64 format and click Create to generate a secret.

The following screenshots show the secret YAML for the two storage systems.
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Create a storage class

VSP One Block 24 VSP One Block 28
© secret-b24 © secret-b28
Details  YAML Details  YAML

1
2
3
4
5
(]
7
8

CReoaovowmaswner

(ST
W o

3 a2

2. Create a storage class. Refer to following to create a storage class in both primary and
secondary clusters. From the Red Hat OpenShift console, navigate to Storage, click
StorageClasses, and then click create StorageClass.

a. The name and “fstype” of the storage class must be same in both clusters.

b. The storage class in the primary cluster must point to the storage in the primary
site.

c. The storage class in the secondary cluster must point to the storage in the
secondary site.

VSP One Block 24 VSP One Block 28
&3 sc-hrpc &3 sc-hrpc -
Details  YAML Details  YAML
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Deploy Red Hat Advanced Cluster Management

Deploy Red Hat Advanced Cluster Management

Red Hat Advanced Cluster Management v2.11.3 is installed in the primary cluster in
Englewood.

1.

Log in to the Red Hat OpenShift console and select Operators and click OperatorHub.
Search "Advanced Cluster Management for Kubernetes". In the Install Operator window,
enter the required information and click Install.

Name Namespace Managed Namespaces Status. Last updated Provided APIs

anschiiermananament _ custer- - ® Succesded @ Nov 6, 2024, 624 AM

Wait until the installation is successful and then click Create MultiClusterHub. In the
Create MultiClusterHub window, select the default name and click Create.

tors ¥ Operator detall
. Advanced Cluster Management for Kubemetes

MultiClusterHubs

;
3
z
g
g

Last updated

6§

In the Red Hat OpenShift console, select Home, and then click All Clusters.

Red Hat
OpenShift All Clusters

Home

Infrastructure

In the Red Hat OpenShift console, in the All Clusters menu, select Infrastructure, then
select clusters to view the list of available clusters. The local-cluster shows ready and
available.

me 1 @  Namespace ®  Stats Infrastructure Control plane type  Drstribution version Labels Nodes Add-ons Creation date

©ry Hewras - i) (@ °

Before importing the secondary cluster in the MultiCluster hub, create a cluster set for
the secondary cluster. In the Cluster sets tab, click Create cluster set, name it
“drclusterset”.

In the MultiCluster hub, click Import cluster to import the secondary cluster that resides
at Equinix. Set the cluster name as “drcluster”, select the cluster set created previously
(“drclusterset”), use the import mode as Kubeconfig, and write the secondary kubeconfig
content in the Kubeconfig field. Click Next.
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Deploy Red Hat Advanced Cluster Management

s > Imp

Import an existing cluster @ ) v

o Deralls Details

2 Automation Name *

3 Review drcluster

Cluster set

drelusterset

Manag

Additional labels.

Import made *
Kubeconfig
Credentials are temporarily stored in a secret until the cluster

import succeeds or fails

Kubeconfig *

aDMVTDI3YmpnTApZYWXISHZXSTIZRIJTZWR
BLRVKILSOt Qo

NFIISOVYS2ZRWSDRSOKVIbkVYRZhRZ Tc0YnJObWNS RXCOPOOtL SOtLUVORCBSUDEQUFJJVKFURS :J @

7. Skip Automation, and then click Import.

Clusters > Import an existing cluster

Import an existing cluster @ QB vamL

1 Details

Details
2 Automation Naitia o —

o A Cluster set drclusterset
Additional labels
Import mode Kubeconfig
Namespace
Credential
Kubeconfig SRR AR AR

8. Now both clusters are discovered in the hub cluster of Red Hat Advanced Cluster
Management, where the primary cluster is “local-cluster” and the secondary cluster is

“* 3
drcluster”.
Clusters @
- Q Se T Fiter = Act - ofz
mame | @ Mamespace @ st Infrastructure Control plans type  Distribution varsion Labels Moder Add-ons Creation date
foe-chater © Festy BB Buremas Ft L] L] a4
drchusser © Festy  BE Bawmetd  Standalons L] ° 21459 A
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GitLab installation

GitLab installation

GitLab is used to store manifest files, and it also act as a container registry for the HRPC
image.

By default, “cert-manager” creates and manages TLS certificates for the GitLab-related
routes.

Procedure

1. Install cert-manager from OperatorHub on both clusters.

Name Namespace Managed Namespaces Status Last updated Provided APls

@D cert-manager-operat @D cert-manager-aperat & Suce @ Nov 16, 2024, 6:24 AM

2. GitLab v1.6.1 is installed on both clusters from OperatorHub.

Name Namespace Managed Namespaces Status Last updated Provided APls

i GitLab @ o ystem @ o n g:\.-:-fe.:u:l i @ Mov 25, 2024, 718 AM

3. Add security context constraints to gitlab-redis, gitlab-certmanager-issuer,
gitlab-gitlab-runner, gitlab-shared-secrets, gitlab-prometheus-
server, and default.

#oc adm policy add-scc-to-user anyuid -z gitlab-redis -n gitlab-system

#oc adm policy add-scc-to-user anyuid -z gitlab-certmanager-issuer -n #gitlab-
system

#oc adm policy add-scc-to-user anyuid -z gitlab-gitlab-runner -n gitlab-system
#oc adm policy add-scc-to-user anyuid -z gitlab-shared-secrets -n gitlab-system
#oc adm policy add-scc-to-user anyuid -z gitlab-prometheus-server -n gitlab-
system

#oc adm policy add-scc-to-user anyuid -z default -n gitlab-system

4. Create a GitLab instance in both clusters. In the Red Hat OpenShift console, navigate to
Operators and click Installed Operator. Click GitLab, and then click Create GitLab. In
the YAML view, populate the content as shown and click Create.
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GitLab installation

Primary Cluster Secondary Cluster

nstalled Operators ¥ gitlab-cperator-kubemetesyl.6l 3 GitLab details rstalled Operators 3 gitlsb-operatorkubsmetesviGl 3 Gitlab details
@D gitlab & ruing @D gitlab & rumins

Details  YAML Resources Events Details YAML Resources Events

Bonawme

57

For more information see the official GitLab documentation at https://docs.gitlab.com/
operator/openshift_ingress.html.

5. Verify that the GitLab instance is running on both clusters.

¥ Opesator details
GitLab
v . v Ac
GitLabs
@ Prate © R ] 24,

6. The OpenShift route is used to expose GitLab to the external network. In the Red Hat
OpenShift console, select Networking > Route, and then click the route gitlab-
webserver-* in the gitlab-system project. The GitLab URL is available in the Location
field.

Project: gitlab-system =

Fottes
T - - wab
M »

Name Status Location Service

@ L [ ] =]

7. Update GitLab issuer email with any email ID.

#oc edit issuer gitlab-issuer -n gitlab-system
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Red Hat OpenShift GitOps installation

8. Verifythat oc get certificate,order,challenge --all-namespaces does
not throw any errors. If an error occurs, delete the certificate objects to re-issue the
certificates. For more details, see https://docs.gitlab.com/charts/installation/tls.html.

9. Open the GitLab URL in the browser. The default username is root and you can find
the password in the data field of the secret gitlab-gitlab-initial-root-
password. Copy the password or alternatively use the following command to get the
password.

#oc get secret gitlab-gitlab-initial-root-password -

ojsonpath='{.data.password}' -n gitlab| base64 --decode ; echo

Red Hat OpenShift GitOps installation

Install Red Hat OpenShift GitOps and integrated Red Hat Advanced Cluster Management
using the Argo CD.

Procedure

1. Install Red Hat OpenShift GitOps v1.14.1 on both clusters from the OperatorHub.

Narme Managed Namespaces Statis Last updated Frovided APIs

[f) Fredt Hat OpenShitt Gito @ . (c: . L]

2. To manage clusters with the Argo CD and integrate with Red Hat Advanced Cluster
Management, a set of manifest files must be applied on the primary cluster. First label
the two clusters as “env=primary” for the primary clusters and “env=secondary” for the
secondary cluster as shown.

Clusters @

L L] L
& R =i t Op L] L]
@
3. Apply the following manifest files on the primary cluster.
ManagedClusterbinding
apiVersion: cluster.open-cluster- apiVersion: cluster.open-cluster-
management.io/vlbeta?2 management.io/vlbeta2
kind: ManagedClusterSetBinding kind: ManagedClusterSetBinding
metadata: metadata:
name: default name: drclusterset
namespace: openshift-gitops namespace: openshift-gitops
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Red Hat OpenShift GitOps installation

spec:
clusterSet: default

spec:

clusterSet: drclusterset

Placement

apiVersion: cluster.open-cluster-
management.io/vlbetal
kind: Placement
metadata:
name: primarygitopsplacement
namespace: openshift-gitops
spec:
clusterSets:
- default
predicates:
- requiredClusterSelector:
labelSelector:
matchExpressions:
- key: env
operator: In
values:

- primary

apiVersion: cluster.open-cluster-
management.io/vlbetal
kind: Placement
metadata:
name: secondarygitopsplacement
namespace: openshift-gitops
spec:
clusterSets:
- drclusterset
predicates:
- requiredClusterSelector:
labelSelector:
matchExpressions:
- key: env
operator: In
values:

- secondary

GitOpsCluster

apiVersion: apps.open-cluster-
management.io/vlbetal
kind: GitOpsCluster
metadata:
name: primarygitopscluster
namespace: openshift-gitops
spec:
argoServer:
cluster: local-cluster
argoNamespace: openshift-gitops
placementRef:
kind: Placement
apiVersion: cluster.open-cluster-
management.io/vlbetal

name: primarygitopsplacement

apiVersion: apps.open-cluster-
management.io/vlbetal
kind: GitOpsCluster
metadata:
name: secondarygitopscluster
namespace: openshift-gitops
spec:
argoServer:
cluster: drcluster
argoNamespace: openshift-gitops
placementRef:
kind: Placement
apiVersion: cluster.open-cluster-
management.io/vlbetal

name: secondarygitopsplacement

4. Add the following security context constraints to service accounts used by the Red Hat

OpenShift GitOps Argo CD.

#oc adm policy add-role-to-user admin system:serviceaccount:openshiftgitops:

openshift-gitops-argocd-application-controller -n <application namespace>

# oc adm policy add-scc-to-user anyuid system:serviceaccount:kube-

system:jobcontroller
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Test 2: Hitachi Replication Plug-in for Containers (HRPC) installation and configuration

Test 2: Hitachi Replication Plug-in for Containers (HRPC) installation
and configuration

Hitachi Replication Plug-in (HRPC) v1.5.0 is installed using Red Hat Advanced Cluster
Management while keeping the HRPC image in the GitLab container registry and HRPC
manifests in a GitLab project.

Prepare manifests for HRPC installation

Procedure

1. Create a blank project in GitLab with the name hrpcproject, user root, visibility level
as Private, and select Initialize repository with a README.

@ Create blank project

Create a blank project to store your files, plan your work, and collaberate on code, among other things.

Project name

hrpeproject
Must start with a lowercase or uppercase letter, digit, emoji, or underscore. Can also contain dots, pluses, dashes, or spaces.
Project URL Project slug

https://gitlab.apps.primaryclusterjuno.com/ | root v ! hrpcproject

Visibility Level (2)
O @ Private

Project access must be granted explicitly to each user. If this project is part of a group, access is granted to members of the group.

O Internal
The project can be accessed by any |\)-':'QF!(1 in user except external users.

& Public

The project can be accessed without any authentication.

Project Configuration

Initialize repository with a README
Allows you to immediately clone this project’s repository. Skip this if you plan to push up an existing repository.

atic Application Security Testing (SAST)

rour source code for known security vulnerabilities. Learn more.

Create project JeLLE

2. Create an access token for this project. Select the project, click Settings, and then
Access tokens. A new access token is created with all permissions. Copy the token ID.
This will be required in Red Hat Advanced Cluster Management, while accessing this
private project.

Project access tokens
Generate project access tokens scoped to this project for your a that need access to the GitLab API. You can also use project access tokens with Git to authenticate over
HTTP{S). Learn more.
Active project access tokens @1 Add new token
Token name Scopes Created Last @ Expires Role Action
Used
hrpcprojecttoken api, read_api, create_runner, manage_runner, kBs_proxy, read_repository, Nowv 12, MNever in2 Owner ﬂ
write_repository, read_registry, write_registry, ai_features 2024 weeks

3. Download the HRPC plugin from https://support.hitachivantara.com. Go to Downloads,
then Hardware Download, and select Storage Plugin for Containers. From the
dropdown, select Replication Plugin for Containers. Then download the v1.5.0 file
and copy it to the client machine, where both clusters are accessible.
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Prepare manifests for HRPC installation

Components

Replication Plug-in for Containers (HRPC)~

Hitachi Replication Plug-in for Containers At [b chaabi
Product Code: ZIP-D0HRPC001-05--UHRPCX-241000 = '

®

This package comes with some YAML files, present in the hrpc 1 5 0/yaml folder
and an image file located in hrpc 1 5 0/program.

4. Build the container image locally, then upload it to the GitLab container registry.
a. Load the container image from the admin node.

[root@occlient HRPC]# podman images

REPOSITORY TAG IMAGE ID CREATED SIZE
[root@occlient HRPC]# podman load -i hrpe 1 5 O.tar

Getting image source signatures

Copying blob e16c585a5d50 done

Copying blob 10e9b9e72178 done

Copying blob 7a6477860277 done

Copying blob ff5700ec5418 done

Copying blob d52f02c6501c done

Copying blob e624a5370eca done

Copying blob 1a73b54f556b done

Copying blob 8£2b2d741d53 done

Copying blob 9959f8de3336 done

Copying blob 0ffl3ec72ceb done

Copying config c¢3374b377f done

Writing manifest to image destination

Storing signatures

Loaded image: localhost/hitachi/hspc-replication-operator:vl.5.0
[root@occlient HRPC]# podman images

REPOSITORY TAG IMAGE ID CREATED SIZE
localhost/hitachi/hspc-replication-operator wv1.5.0 c3374b377ffe 2 months ago 57.1 MB
[root@occlient HRPC)#

b. Log in to the GitLab container registry.

[root@occlient ~]# podman login registry.apps.primarycluster.juno.com --tls-verify=false
Username: root

Password:

Login Succeeded!

[root@occlient ~]#

c. Tag the image with the GitLab container registry path.

[':na\'.éocclienr. fii podman tag localhost/hitachi/hspc-replication-cperator:vl.5.0 registry.apps.primarycluster.junoc.com/root/hrpeproject:vl.5.0
[root@occlient ~]# podman images

REPOSITORY TAG IMAGE ID CREATED SIZE
localhost/hitachi/hspc-replication-operator v1.5.0 ©3374b377ffe 2 months ago 57.1 MB
registry.apps.primarycluster.juno.com/root/hrpcproject wvl1.5.0 €3374b377ffe 2 months ago 57.1 MB
[rootBocclient ~1#

d. Push the image to the GitLab container registry.

[root@occlient ~]4 podman push registry.apps.primarycluster.juno.com/root/hrpeproject:vl.5.0 --tls-verify=~false
Getting image source signatures

Copying blob d8d4clf2f9dbb skipped: already exists
Copying blob c4629cdd872f skipped: already exists
Copying blob c302£124a09b skipped: already exists
Copying blob c23224575d87 skipped: already exists
Copying blob 927ef23185e7 skipped: already exists
Copying blob b4aal4aab77f skipped: already exists
Copying blob c9391c2df23a skipped: already exists
Copying blob 7ce5193283fc skipped: already exists
Copying blob Tbc0e0606081 skipped: already exists
Copying blob deeldQlllc9c skipped: already exists
Copying config ¢3374b377f done

Writing manifest to image destination

Storing signatures

[rootBocclient ~1#

e. Inthe HRPC project, navigate to Deploy, and then Container Registry to verify
that the HRPC image is available as v1.5.0.
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Prepare manifests for HRPC installation

« C Q& tar juno.com/root/hrpeproject fcontainer_eg L] 2 &9
o+ 4 gty | hrpepraject
o n 4
Qsesenoroto hrpcproject o
@ ag (@) Cloanupdisabled % Croated Nov 13, 2024 08127

Project
# d i Filter resuis Q| Name v fu

Issues ]

Merge requests 0 Ttag
B Manage » Viso B v Published 2 months ago
® Pan - o

5. Prepare YAML manifest files from the sample files presentin hrpc 1 5 0/yaml.

a. Convert the kubeconfig primary and kubeconfig secondary in a base64-encoded
format.

[root@occlient ~]# cat kubeconfig-primarylbaseéd -w 0

¥2x1c3R1lenMeCilgY2x1c3R1cjoKICAGIGNlenRpZml J¥YXRILWF1dGhveml 0eS1kYXRhOiBMUZzBOTFMxQ1JVZEpUaUJEUL ZKVVNVWKpRMEZVU 1MwdEXTMH
aMGxKU1dGaVZGV1dRazVoEWlkM1JGR1IpTa3R2V2tsb2Rt TkI9RVKIGVEVKULFYZFFhal ZUVEVKQL IWRXhWVVVLUTNoOTINt SXpRbXhpYms1d11WZGFNRTFUW
ZkRZQyR11UbXhg¥mxwclkya3hjMkl5VGloaVIyaDJdZek5SZEFwaklteHVZbTFXZVUxQ05GaEVWRWE 3VFZSOmVFNXF SWGROZWxFA1QxWnZXRVIVVFRCT1ZF
UNRVWRCTVZWREKNrTjRUVXBpTTBKc11tNUSiMkZYV2pCT1UyZDNTEWRaUKZaUlVVUKZ1RGX5WkZkS2JFeFhSbmRoVOULclkyNWFiR05wWTVhOaUlrNWo9Za2R
M AN R SmERMN 2wV T.T2SRAYYIARANZSMNI Van 1 FUNTTRRU LTI T+ STNUSEFRAMHREITUZGR 1 FTTm vy WMEATUFhI AT nAITSRTAIRwTOVIMT TuAHn ZMN2KU] 2e~1

[rootRocclient ~]# cat kubeconfig-secondaryl|baseéd -w 0
YXBpVmVyc2lvbjogdjEKY2x1c3R1lenMeCiOgr2xlc3R1cjoKICAgIGNLenRpZml j YXRILWF1dGhveml 0eS1kYXRhOiBMUZBOTFM=QLlJVZERpUaUJEULZKVY
FTKRRV3hIWjBGM1NVSkJaMGxKV1dEZMEsxSTVUVTFOVEROM1JGR1pTa3R2V2tsb2Rt TkIRVKZGVEVKULFYZEthal ZYyVFVOS1 IWRXhWVVVLUVhKML 1 tR1hOY

RCZUUININUV1BWRKY2VDBSbmVFMUNORMhEVKVrdlRWUKJIVIVxUlhoT1ZHZDNUV1p2VOFWRVZFa31UV1JCZVULcVIYaESWR2Qz VEA4dmOweEVSV2xOUTRC
FVubFoNbmd4WXoOU2ZJHTnBOWEZr VnoWMkNre HRUb 1 ooVkVORFFWT ko kMFJSVIVWTGIxcEohSFoaVGtGULIVSKkNVVUZFW i JKRIVERKVRME SCVVCORFoVZEE

b. Create two copies of the remote-kubeconfig-sample.yaml file, one for the
primary and another for the secondary cluster and upload them in the
hrpcproject main branch. The remote-kubeconfig field in the primary-
kubeconfig-secret.yaml file contains the base64-encoded format of the
primary kubeconfig, as derived previously. The same applies for secondary-
kubeconfig-secret.yaml.

¥ main v hrpeproject [ primary-kubeconfig-secret.yaml Find file Blame History Permalink

¢iiy Update primary-kubeconfig-secret.yaml

T Administrator author g b52r7F38 | B
B primary-kubeconfig-secret.yaml [ 1.86ki8 Blame m Replace | Delete [ B &
data

resote-kubeconfig: ¥2x1c3RLcnM6CiBgY2x1c3R1cjoRICAGIENLenRpZNLIYXRLLIF1dGhveal MxQ1JVZEpi HVIKpRHEZVILMwdE x TMHRDaZFRU
¥ main ~ hrpeproject | secondary-kubeconfig-secret.yaml Find file Blame History Permalink
#}i% Update secondary-kubeconfig-secret.yaml
P Administrator authored 1 week ago 38607062 | B
B secondary-kubeconfig-secret.yaml [% 1598 Kig Blame LW Replace Delete [ B &

apiVersion: vl
kind: Secret

metagata:

c. Update the storage-secrets-sample.yanl file with both the storage
information and upload to the hrpcproject main branch.
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Prepare manifests for HRPC installation

¥ main ~ hrpcproject | storage-secret.yaml Find file Blame History Permalink

£34% Update storage-secrets-sample.yaml
5 Administrator authored 1 week ag

3367eBfc [

B storage-secretyaml [ 4598 Blame m Replace | Delete B [ &

1 apiVersion: vl

d. Create a branch hrpc in the hrpcproject project in GitLab. Create nine
individual YAML files from the hspc-replication-operator.yamnl file as
shown and upload them to the hrpc branch. Except for Deployment. yaml, all
files were uploaded without any modification.

¥ hrepe v hrpcproject | + w Compare Histary Find file Edit ~ Code

£ii% Update deployment.yaml

% Administrator authored 4 hours ago

calfofes | [B

Name Last commit Last update
B CRDLocalvolume.yaml Update CustomResourceDefinitionLocalvolume. yaml 1 week ago
B CRDRemotevolume.yami Update CustomResourceDefinitionRemotevolume.yaml 1 week ago
B CRDReplication.yaml Add new file 1 week ago
#+ README.md Initial commit 1 week ago
B clusterrole.yaml Add new file 1 week ago
B clusterrolebinding.yaml Add new file 1 week ago
B deployment.yaml Update deployment.yaml 4 hours ago
[ role.yaml Add new file 1 week ago
B rolebinding.yaml Add new file Tweek ago
B sa.yaml Service Account 1week ago

e. Update the Deployment.yaml file with the image location and an image pull
secret created in a later step.

spec:
imagePullSecrets:
- name: registry-secret
containers:
- args:
- --enable-leader-election
command:
- /manager
env:
- name: SPC_REPLICATION_STORAGE_CONFIG
value: /spc/replication/config/storage-secrets.yaml
- name: SPC_REPLICATION_REMOTE_KUBECONFIG
value: /spc/replication/config/remote-kubeconfig
image: registry.apps.primarycluster.juno.com/root/hrpcproject:v1.5.0
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Create a namespace for HRPC installation

Create a namespace for HRPC installation

Procedure

1. Navigate to Governance in the Red Hat Advanced Cluster Management and click
Create Policy to create the namespace hspc-replication-operator-systemon
both clusters. The policy type should be Namespace must exist and make sure to add
the label control-plane: controller-manager while creating the namespace.

Create polcy

Create policy @D v

A policy generates reports and validates cluster complance based an specified security standards, categores, and controls

13 Patats Details

2 Policy templates

Name

Deseription plication-opesator-system namespace with

h the clusters

Nomespace default

Templates
Remediation Enforce
Policy templates

policy-namespace

Placement
Narme namespacepolicy-placement

Cluster sats qlobal

Policy annotations
Standards NIST 5P 800.53

Categories CM Cenfiguration Management

[

Result

After it is submitted, the namespace hspc-replication-operator-system with the
label control-plane: controller-manager is created on both clusters.

HRPC installation

Install HRPC on both clusters in the namespace “hspc-replication-operator-system” using the
subscription-based application from Red Hat Advanced Cluster Management.

Procedure

1. Copy the HTTPS URL of “hrpcproject” in GitLab.

H hrpcproject & »
¥ main ~ hrpcproject /| 4+ ~ History Find file Edit v
Clone with SSH

#1i% Delete deployment.yaml

=38 3 git@gitlab.apps.primarycluster.j | [
% Administrator authored 5 hours ago

Clone with HTTPS

Name Last commit https://gitlab.apps.primaryclust | [2

2. Inthe Red Hat Advanced Cluster Management console, navigate to Applications, then
click Subscription in the Create Application dropdown list.

3. Create four applications.
a. Apply “primary-kubeconfig-secret.yaml” in the secondary cluster.
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b. Apply “secondary-kubeconfig-secret.yaml” in the primary cluster.

c. Apply “storage-secret.yaml” in both clusters.

d. Apply all the manifest files from the “hrpc” branch of “hrpcproject” in both clusters.
4. Create a primary kubeconfig secret on the secondary cluster. Populate the following

fields and click Create.

a. Select the namespace as hspc-replication-operator-system.

b. In the repository types, select Git and provide the “hrpcproject” URL.

c. Forthe Access token, enter the root password of the primary GitLab.

d. For Path, enter the file name primary-kubeconfig-secret.yaml.

e. Inthe cluster section, select drclusterset.

eate apphcation

Create application @ wmon

Branch ©

Path @
Mamespace

hipe-repication-operator- system o - primary-kubeconfig-secret yaml o -~

~ Repasitory location for resources

@ Deploy application resources an clusters with all specified labels ¢
Cluster sets *
~ Repository types ; "

Label Operator

5. Because this is the first time the GitLab project “hrpcproject” is being used, a Channel is
created. When other applications use the same GitLab project, this Channel will be
reused.

6. Create a namespace on both clusters as “ggitlabappsprimaryclusterjunocom-root-
hrpcprojec-ns” for this Channel.

# oc create namespace ggitlabappsprimaryclusterjunocom-root-hrpcprojec-ns
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7. Create a secret using access token hrpcprojecttoken to access the private project
in GitLab, as described in step 2 of Prepare manifests for HRPC installation (on

page 25).

#cat secret hrpcproject channel.yaml
apiVersion: vl
data:
accessToken: Z2xwYXQtOGRBLTNKc3ZGWWpKc2Z5elc30Uw=
user: aHJIwY3Byb2plY3R0b2tlbg==
kind: Secret
metadata:
name: hrpcprojecttokensecret
namespace: ggitlabappsprimaryclusterjunocom-root-hrpcprojec-ns
type: Opaque

# oc create -f secret hrpcproject channel.yaml

8. Update the Channel in the Subscription with the secret “hrpcprojecttokensecret” created
previously.

9. In the create application window, click Create.
The application is created successfully.
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Applications » hrpcprimarykubeconfigsecret

hrpeprimarykubeconfigsecret

Owverview Topology
v Details
Name hrpeprimarykubeconfigsecret
Type Subscription
Mamespace hepe-replication-operator-system
Clusters 1Remote
Repository Git | https//gitiab.apps primaryciusterjuno.com/root/hrpcprojectait aet time window

Cluster resource @1

status (@
Created 6:40 pm
Last sync - & Sync

reauested @

> Crasto sppheatian

Create application @ rwmuon

Name * @

secondamkubacenfizocret

Hamszpace * @)

hepe erator-system

* Repasitory location far resources

 Ropository types

URL * @

yelustor junacomy pearsjectg

Usemame @

Azcese token &

The application is created successfully.
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Topology
mpplications » hrpcprimarykubeconfigsecret

hrpcprimarykubeconfigsecret

Overview Topology

Application

Subscription Placements

cpr.becriptio

== Secret

10. Similar to primary-kubeconfig, apply the “secondary-kubeconfig-secret.yaml” file on the
primary cluster.

Branch @

main

Fath @

secondary-kubsconfig-secretyaml

© Select an existing placement configuration (&

@ Deploy application resources on clusters with all specified lzbels ©
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1.

Overview

pplications » secondarykubeconfigsecret

secondarykubeconfigsecret

jew  Topology

~  Details

Name secondarykubeconfigsecret
Type Subscription

Namespace hspc-replication-operator-system
Clusters Local

Repository o httpsifgitlabapps primaryclusterjuna.com/root/hrpcprojectait ce: time window

Cluster resource. (- ]]
status @

Created Nov 30, 635 pm

Last sync - &5y
requested ()

Topology

HRPC installation

Applications > secondarykubeconfigsecret

secondarykubeconfigsecret

Overview Topology

Application |

Create another application to apply “storage-secret.yaml” in both clusters. For applying
to both clusters, select “global” for the clusterset field.

tuns > Cnate sppbabion

Create application @ vwmion

Hamespace *

R -repetion-cperaton systan

 Repository lacatian fer resowces

~ Repository types

®

&

URL - &

EE 0120 3 PNy IALSE D EOM T8 PERACAact Gt

Usarmame @

The application is created successfully.

Overview
Appications. 3 storagesecrets
storagesecrets
Overview  Topology
~  Details
Name storagesecrats
Type Subscription
Namespace Fspe-replication-operator-system
Clusters 1 Remote, 1 Local

Repository Git | hitpsygitiab.spps.primaryclusterjuno.com/oet/hpcproiectait Ser yime window

Cluster L]

status.

Created Nov 30, 6:41 pm
Last sync - Zsync

requested

Reference Architecture Guide

Branch @

main

Path @

storage-secratyzml

© Select an existing placement cenfiguration @

® Deploy
Cluster =
ot x
Label Ogerator
Select the label equalsary el © -

Topology

Applications » storagesecrets

storagesecrets
Overview  Topology
[ J—

)

Application

QV_._
;xi

Cluster |

with sl specified labets &

value

o

| Placements
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12. Create another application to deploy HSPC replication operator from the branch “hrpc”
of “hrpcproject” in both clusters. Before creating the application, create a secret on both
clusters to access the private registry in GitLab. This is required for the
“deployment.yaml” manifest.

#oc create secret docker-registry registry-secret --docker-
server=registry.apps.primarycluster.juno.com --docker-username=root --docker-
password=<gitlab root password> --docker-email=gitlab admin 7112cd@example.com -

n hspc-replication-operator-system

Aoplcat » Create applcaten O Select an existing placament configuration &
Create application @@ wMLon

Name * (@ -

@ Deploy 5 on clusters with sl
hepereplicationoperatar Cluster set:
gsal %
Namespace * &
Valy
hape-ropiicatisn-opsrator-systam o - ;

~ Repasitery location for resaurces

Branch @
hrpe
« Repasitary types.
Path &
il Commithash @

tional: Enter a specific commit hash

The HSPC replication operator is deployed successfully on both clusters.

Overview Topology

Applications » hrpcrephicationoperator

" 3 hrpcreplicationoperator
hrpcreplicationoperator

Ouervew  Topsicg
Overview  Topology
¥ Details
Name hpcreplicationoperator
Type Subscription
Namespace hspe-replication-operator-system
Clusters 1Remote, 1 Local = =
) ]
@ @ B 8
Repository Gt httpsiffgitlabapps.primaryclusterjunocom/root/hrpeprofectait ot sime windaw s 5 - e
Clusterresource @2
status @
Created Now 30, S:44 pm "@
:
r
Last sync - SSync

requested (3

13. Verify from the CLI that the HSPC replication pod is running.

root@occlient # get pod Eator=aysten kb oy
AME EAT AGE
= = AMLag bdSSE=-vEY | 16h
|poot 1é
oot L] : yatém Ly
1AME REAT
ralad operats r bEfabdSGE |

L 1é
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Test 3: Data mobility of a stateful application

This test case describes the process of migrating a stateful MongoDB application from the
primary Red Hat OpenShift cluster, using a persistent volume from VSP One Block 24
storage system to the secondary Red Hat OpenShift cluster, accessing the VSP One Block
28 storage system. Both clusters are deployed on a bare-metal environment with HA820 G3
servers. The MongoDB application deployed using the Red Hat Advanced Cluster
Management Argo CD ApplicationSet - Push model application and replication of a persistent
volume is performed using Red Hat Advanced Cluster Management Subscription-based

application.

The validation points are:

1. Deploy a stateful MongoDB application on the primary cluster and insert data.

2. Replicate the volume (PVC) using Universal Replicator, orchestrated by HRPC.

3. Rebuild the MongoDB application with the replicated volume (PVC) on the secondary

cluster.

4. Validate that entries made on the primary site are available on the secondary site, and

verify that new entries can also be added.

Deploy a stateful MongoDB application on the primary cluster

The example application consists of MongoDB and Mongo Express.

mongodbapp.yaml

mongoexpress.yaml

apiVersion: apps/vl
kind: StatefulSet
metadata:
name: mongodb
spec:
serviceName: mongodb-service
replicas: 1
selector:
matchLabels:
app: mongodb
template:
metadata:
labels:
app: mongodb
selector: mongodb
spec:
serviceAccountName: mongodb-sa
terminationGracePeriodSeconds: 30
containers:
- name: mongodb
image: mongo

ports:

- name: mongo-port

apiVersion: apps/vl
kind: Deployment
metadata:
name: mongo-express
labels:
app: mongo-express
spec:
replicas: 1
selector:
matchLabels:
app: mongo-express
template:
metadata:
labels:
app: mongo-express
spec:
serviceAccountName: mongodb-sa
containers:
- name: mongo-express
image: mongo-express
ports:

- containerPort: 8081

env:
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containerPort: 27017 - name:
env: ME CONFIG MONGODB ADMINUSERNAME
- name: valueFrom:
MONGO_INITDB ROOT USERNAME secretKeyRef:
valueFrom: name: mongodb-secret

secretKeyRef: key: mongo-root-username

name: mongodb-secret - name:

key: mongo-root- ME CONFIG MONGODB ADMINPASSWORD

username valueFrom:
- name: secretKeyRef:
MONGO_INITDB ROOT PASSWORD name: mongodb-secret
valueFrom: key: mongo-root-password
secretKeyRef: - name: ME CONFIG MONGODB SERVER
name: mongodb-secret valueFrom:
key: mongo-root- configMapKeyRef:
password name: mongodb-configmap
volumeMounts: key: database url
- name: mongo-data imagePullSecrets:
mountPath: /data/db - name: regcred
imagePullSecrets:

- name: regcred
volumeClaimTemplates:
- metadata:

name: mongo-data

spec:

storageClassName: sc-hrpc

accessModes: [ "ReadWriteOnce" ]

resources:

requests:

storage: 40Gi

mongoservice.yaml

mongoexpressservice.yaml

apiVersion: vl
kind: Service
metadata:

name: mongodb-service

spec:

ports:

- port: 27017
protocol: TCP
targetPort: 27017

selector:
app: mongodb

clusterIP: None

apiVersion: vl
kind: Service
metadata:
name: mongo-express-service
spec:
selector:
app: mongo-express
type: ClusterIP
ports:
- protocol: TCP
port: 8081
targetPort: 8081

mongo-secret.yam|

config.yaml
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apiVersion: vl
kind: Secret
metadata:
name: mongodb-secret
type: Opaque
data:
mongo-root-username:

mongo-root-password:

dXN1lcm5hbWU=
cGFzc3dvcemQ=

apivVersion: vl
kind: ConfigMap
metadata:
name: mongodb-configmap
data:

database url: mongodb-service

mongoexpresssroute.yaml

kind: Route
apiVersion: route.openshift.io/vl
metadata:
name: mongoexpressroute
namespace: mongodbapp
spec:
host: mongoexpressroute-
mongodbapp.apps.primarycluster.juno.com
to:
kind: Service
name: mongo-express-service
weight: 100
port:
targetPort: 8081

wildcardPolicy: None

1. Create a project mongoapp in the GitLab of the primary cluster.

A mongoapp directory is created and all the manifest files for the sample application are

placed there.

main » mongoapp | mongoapp /

:: Route for Mongo Express service
" Administrator authered right now

Name

& _gitkeep

B config.yaml

B mongo-secret.yami

B mongodbapp.yaml

B mongoexpress.yaml

B mongoexpressservice.yaml
B mongoexpresssrouta.yaml

& mongoservice.yaml

+ v

Last commit

yaml fil

yaml file

yaml files added to mon

yaml files added to

Route for Mongo Express service

yaml files added to

History Find file

d3f4d7ef

Edit ~ -(}ode ~

®

Last update

nongoapp directory 4 hours age
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2. Create a Red Hat Advanced Cluster Management policy of type namespace must exist
from the Governance section. With this policy, create a namespace mongodbapp on
both clusters.

Create policy @D =

3 report e comphance bated on specrhied security standacds, categanes, and conticks

Details

Templates

Remediatien

Pobcy templates.

ey namarpace

Placement
o

Clustersets

Policy annotations
Standacds
Categories

Contrals

3. Create a service account mongodb-sa in the mongodbapp namespace in both clusters
and add any uid security context constraints policy for that service account.

# oc create serviceaccount mongodb-sa -n mongodbapp

# oc adm policy add-scc-to-user anyuid -z mongodb-sa -n mongodbapp

4. Deploy the MongoDB application from Red Hat Advanced Cluster Management. Select
Applications, then click Create Application and select Argo CD ApplicationSet — Push
model.

-

Overview Advanced configuration

Applications

Governance Q Searc Y Filter = Create application ~

Credentials Choose a type
Name 1

Argo CD ApplicationSet - Pull model

Argo CD ApplicationSet - Push model

Subscription

argocd-app licationset

5. Provide a name primarymongoapp, and select Argo server as primarygitopscluster, and
select Next.
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Applications » Create application set - push model

Create application set - pushmodel @ vm

@ cereal General
2 Template Name *
3 Sync policy primarymongoapp

4 Placement

Argo server * @
5 Review

openshift-gitops

[a]

openshift-gitops

openshift-gitops
openshift-gitops
6. In the Template section, select Git, mention the GitLab URL for mongoapp, mention the

directory mongoapp as Path, and mention mongodbapp as Remote namespace in the
Destination. Click Next.

Create application set - push model @ v

-~ Type PR ciication st vAML

3t | htpsfgitlabapps primaryciusterjuno.com/roat/mongoapp.gt

acking - o
[ ]
o -
© rd
Destination
2
33
"
3
36
2
38
10

7. In the Sync Policy section, clear the two options with "Delete resource.." and click Next.

8. In the Placement section, select Existing placement, select primarygitopplacement, and
then click Next.

Applications » Create application set - push model

Create application set - pushmodel @ vamL

1 General Placement
2 Template How do you want to select clusters?
3 Sync policy New placement Existing placement

Existing placement

primarygitopsplacement o -
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9. Review the settings and click Submit.

Edit application set - pushmodel @ v

Application set YAML

Genaral General

Name

Argo server

Requevetme 180

Repositery

Type

et httpsyigitiab.apps primarychusterjuno.com/root/mongoapp.git

Destination

Remote mongodbapp

Sync policy

 Automatically syne when cluster state changes

~ Autematically create namespace if it does not suist
Placement

Existing prmarygitopsplacement
placement

Stabaret.

10. Check that the application deployed from both Overview and Topology as shown.

Overview Topology

ons 3 primarymengoapp Applieations » primarymongoapp

primarymengoapp

primarymongoapp
Overview  Topaiogy
Overview Topology
T
v Details «
Aopkeationzet
Name primarymongoapp o
©
Type Application set - Push model  Argo Facement
9
Namespace ®  openshift-gitops { ]
oter
Clusters @ Local ¥ ]
) o -] )
& 4 &£ iR
Repositary Git https://gitlab.apps primaryclusterjuno.com/root/mongoapp.git
P e Ceployment Searst
LI
Clusterresource @ 2 )
status (3
Reptcaset
Created 719 am a@
Last reconciled 508 am Pod
@

11. Click the Application set and select Launch Argo editor in the Details section. This will
open the application in Argo CD.

e

ngoapp

Applicationset

primarymongoapp | primarymongoapp

Launch resource in Search B9
Overview

Details

Type: Applic:
AP Version:
Mamespace:
Labels:

Application deplay status
primarymongoapp-local-glustar: Haalthy
Sync status: Synced

= Launch Arao editor [F

12. Verify that all the resources for the MongoDB application are created, and sync status is
OK.
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Q, prenatymongaapp-iesal-custe i
Lo ves YRR e Yo v 3 5rarom e &

@ sy

i@ orgo

Applications

¥ Healthy © Synced 1o HEAD (b87da18) and (0) more

monge-tpiesenics

 wo : o d vo

¥ we : v i -

UU.‘

v\ﬂ i )

13. Verify that PVC mongo-data-mongdb-0 is created on the primary cluster. Get the
information about the PV and PVC from the primary OpenShift console.

PV definition Storage resources for PV
Feise > Peristenciohime detals Parsistantiolimes 3 Parsistantvolime details
@D pvc-3099cbe0-876a-4fd7-ald9-17ccThBTAATE @ sani @D pve-3099chc0-876a-4fd7-ald9-17cc7b87dd76 & oune

Persistent\olume details

Name Status

B0 0-GT-41T SIS TECTOGTEATS g
Labsls e Sty
=050
sccoss modes

Annotations BeadwiitaOnce

ecain pocy
Delere StarageClass

@
Crested st
D Wow 23, 2024, 720 AM PersiszentVoiumeCiaim
owne

14. For the PV, a DRS volume (00:0C) is created on the VSP One Block 24 storage system.

HITACHI | vSP One Block Administrator e =
> Monitor
Volume - spc-2821e7b658 EditVolumes  Delete Volumes
~ Storage
NomEs Capacity Usage D Used / Total Pool
W Used oo
Volume Type Capacity Saving Capacity Saving Status
— Jeduplication and Cor abled
<
» Replication
Data Reduction Share Number of Assigned Servers Servers
» Seutings

Number of Snapshats

15. The route for Mongo Express is created. Click the URL under Location.
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Project: mongodbapp  *

Routes
Y Filter w MName = Search by name.
Mame Status.
@D mongoexpressroute @ Accepted

Location

Service

© mongo-express-service

16. Log in to Mongo Express with the default username and password of admin and pass.

ure  mongoexpressroute-mongodbapp.apps.primarycluster.juno.com

o Mongo Express Database~

Mongo Express

=]

Databases
Q .
View admin
config
local
Server Status
Hostname mongodb-0
Uptime 3257 seconds
Server Time Thu, 28 Nov 2024 08:14:08 GMT

Create a sample database called MovieDB.

@ Mongo Express Database~

Mongo Express

Database Name

MongoDB Version
Node Version

V8 Version

< Create Database

8.03
18.20.3

10.2,154.26-node. 37

Databases

-

MovieDB

admin

config

local

Database Name

# Create Database

-
[ ]
Del

17. Click View beside MovieDB. In the collection name section, write MovieCollections, click

+create collection.

18. Click New Document, and add two documents as shown.
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Document1 Document?2
Add Document Add Document

19. After adding the two documents as described, view the collection.

o I‘-.;Eﬂr!gr) Exprcss Database: MovieDB ~ » Collection: MovieGollections ~

Viewing Collection: MovieCollections

Document added!

# New Document | . New Index
“ WAJGEHCC(I

String - Q Find
1 Delete all 2 documents retrieved
_id title genres runtime rated year directors cast type
i"‘ In 1 Tombstone Westem Drama 130 R 1983  George P. Cosmatos Kurt Russell, Val Kilmer,Sam Elliott movie
w ﬁ 2 Titanic Westem,Romantic 164 u 1897  James Cameron Leonardo DiCaprio,Kate Winslet Billy Zane movie

Replicate the volume (PVC) using Universal Replicator, orchestrated by HRPC

To replicate the PVC, create a manifest for the replication CR in GitLab. Then, apply the
manifest on the primary cluster. Verify the status of the replication from the OpenShift console
as well as from both the storage systems.

1. Create a branch in the hrpcproject project as Replication and keep the manifest for the
replication CR with the PVC name. A sample manifest is available in the downloaded
HRPC package.
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¥ replication v

#34% [ciskip]
%  Administrator authored 1 week ago

B hspc_vi_replication.yaml (7} 1798

1 apiVersion: hspc
kind: Replication
metadata:

name: mongodb-replication
5 | spec:

persistentVolumeClaimName:

storageClassName: sc-hrpc

hrpcproject [ hspc_v1_replication.yaml

.hitachi.com/v1

mongo-data-mongodb-0

Blar

2. Create a subscription-based application to replicate the MongoDB PVC from VSP One

Block 24 to VSP One Block 28. Here the application name is mongoreplication,

Namespace is mongodbapp, select Git, add the URL of hrpcproject, and select Branch
as Replication, and in the Cluster sets section, select default.

Create application @ WMo

Select an existing placement coafiguration @

# Deploy applicatin rescurces on clusters with all specified labels &
Clus

o
Label Operato Value
. cquilsanyot © v Seectmevaliss v
 Fepository location for resources
©as
« Repacitary types
URL - @
O S Ee st o e e
Ugerran &
s
Access token
The application is created.
Overview Topology
Applications » mongoreplication Applications » mongoreplication
mongoreplication mongoreplication
Cverview Topology COverview Topology
v Details .
)
Mame mongoreplication Ij
Type Subscription L
Application
Namespace mongodbapp
Clusters Local
Repository Gt htips /gitlabapps primaryclusterjunccomyroot/hrpcproject git Placements
-1 vgor I-decsion.
Cluster resource & | ¥
status & o" )
(%3
Created 420 am /
Lastsync - S5y = J -
requested () mongod..~replication

Reference Architecture Guide

VSP One Hybrid Cloud Storage Architecture for Replication on Red Hat OpenShift

44



Replicate the volume (PVC) using Universal Replicator, orchestrated by HRPC

3. Verify replication status from Storage Navigator.

Status from VSP One Block 24 Status from VSP One Block 28

i Pais ropiatios RS

4. \Verify the Replication CR details from both clusters.

Status from Primary Cluster Status from Secondary Cluster
Replications » Replication details Replications ¥ Replication details

@ mongodb-replication @ rengodky-fapkcation

Details  YAML
Details YAML

ata-mongodb-@

=1

8
87
a8
89
9

[T~ - T R
& W M=

T}
wn

5. Verify the replication status from the OpenShift client machine.

\nt -

ien -n mongodbapp

-n moengoedbapp

remotevolume -n mongodbapp

134m
me, remotevolume -n mongodbapp

6. Hitachi Replication Plug-in for Containers (HRPC) in combination with Hitachi Storage
Plug-in for Containers (HSPC) creates a DRS persistent volume (LDEV ID 00:16) on the
secondary cluster.
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HITACHI V5P One Block Administrator Norma H fa
> Manitor
Volume - spc-7c77ed416eA34000810044500012 EditVolumes  Delete Volumes
v Storage
Capacity Usage ] Used / Total Pool
W Use
Volumne Type Capacity Saving Compression Acceleration
uy

anaged
v Replication
Capaxity Saving Status Data Reduction Share Number of Assigned Servers

> Remote

> Settings

Servers Mumber of Snapshets

7. To access data from the secondary cluster, UR pairs need to be split. In the
mongoreplicationapplication, select the Replication CR, and click View resource YAML.

. . Replication
mongoreplication [=]  mongodb-replication
Launch resource in Search £
Owerview Te Yy
etai
Type: fepl
Namespace: odbapp
Labels: app=mongorepiication,app kubemetes io/part-of=mongoreplication, apps open-cluster-management iofreconcile-rate=medium
v Cluster deploy status
ko] Cluster name:
o= © mongodbapp: O
x View resource YAM
= iption Placements
o, O P
i O
ter Replication
mongod_ -rephiation

8. Change the desiredPairState, from none to split, click Save, and then Reload. The
following screenshots show the status from the primary cluster.

Status in pair state Status after split

Search » replication details Search » replication details
mongodb-replication mongodb-replication
Details YAML Related resources Details YAML Related resources

Cluster:  local-cluster MNamespace: mongodbapp

9. Verify the pair split status from Storage Navigator.
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Status from VSP One Block 24 Status from VSP One Block 28

Vicw Pair Progertios ¥ & X

ey

Bring up the MongoDB application on the secondary cluster

1. Copy the application codes from the primary GitLab to the secondary GitLab and make
the necessary changes. You can download the codes on the client machine and push
them to the secondary GitLab repository. The other option is to use Git mirroring.

2. Create a directory drmongo in the project secondarymongoapp, and keep all the
manifest files required for MongoDB and Mongo Express as shown.

[ @ + @ Adwiesuonn | secondaymongospp / Reposhory
o n &
main v | secondarymongoapp | drmongs | | + v History | Findfite | | Ecit v | [y
Q Search o go to.
Project ffyhod navile b2322baf
"% Administrator auhored | minte aga =3
A Pinned
i g Name Last commit Last update

Merge requests o

8 Manage > © gitkeep Add new directory

£ Flan

& config.yami

<» Code
8 mongo-secret.yaml

Merge requests (]
& mongodbapp yaml
Repository
TR B mongoexpress.yaml
Commits & mongoexpressservice.yami Add new fite

Tags B mongoexpresssroute.yami

Repository graph

& mongoservice.yaml Add new fite

Compare revisions

3. Update the mongodbapp.yaml file with the replicated PVC name. Instead of
volumeClaimTemplates as used in the primary cluster, the replicated PVC name is used
in the mongodbapp.yaml file as shown.

Volume definition in primary cluster Volume definition in secondary cluster
volumeClaimTemplates: volumes:
- metadata:

- name: mongo-data
persistentVolumeClaim:
claimName: mongo-data-mongodb-0

name: mongo-data
spec:
storageClassName: sc-hrpc
accessModes: [ "ReadWriteOnce" ]
resources:
requests:
storage: 4061

4. In the Red Hat Advanced Cluster Management console, create a new application as
mongoappsecondary with Application set — push model and select the
secondarygitopscluster as the Argo server. Click Next.
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Replicate the volume (PVC) using Universal Replicator, orchestrated by HRPC

Create applicationset - pushmodel @ vam
Application sat YAML
ﬂ > General
2 Template Name -
) Argoserver © (D
Re
Select the Argo server -
(el J
gitops
t-gitops

5. Select Git and mention the URL of secondarymongoapp and Path as drmongo, and then

click Next.

Create application set - pushmodel @ vam
Application sat YAML

0 > General

Argoserves = (B

Select the Argo server

6. In the Sync Policy section, clear the two options with "Delete resource.." and click Next.

7. In the Placement section, select Existing placement and select

secondarygitopplacement, and then click Next.

Applications » Create application set - push model

Create application set - push model @D vam

1 General Placement

Template How do you want to select clusters?

3 Syncpolicy New placement Existing placement |

(¥}

PRaceTrieE
o Existing placement
0 ~

Review
secondarygitopsplacement

W

8. Review and click Submit.
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Replicate the volume (PVC) using Universal Replicator, orchestrated by HRPC

Create application set - pushmodel @ v

[rr—————

1
3
a
p

5

it /AgTiab B GRS U COMY 01/ S CaNNMangospp gt

Destination
Bemate mangodbacp
ramespace
Syne policy
 Ratamaticaly sy when cluster state changes.

 Automaticaly create namespace if it does ot exist

Placement

Exsting seconcarygriopsplacement
lacement

The application is created.

Qverview Topology

Applications > mongoappsecondary mengosppmeccrdy

n
mongoappsecondary Mo)goappseondary
Overdiew  Topology
o
v Details S—
Name mongoappsecondary o
i8]
Type Application set - Push model ' Argo [
=
Mamespace (3 openchift-gitops 4 32(. =
Clusters & 1Remote y g
a -, @ o ] a o
ar & 1) (p T8 a
Repository Git  htipsfgitiab.apps.drclusterjuno.com/root/secondarymongoapp.git
e .{ solapmcnt B B a
=
Clusterresource  © 8 [
status @
—
Created 8:43 am ué
Ln_as[ reconciled 9:08 am Fod

9. Click the Application set and select Launch Argo editor in the details section. This will
open the application in Argo CD.
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Replicate the volume (PVC) using Universal Replicator, orchestrated by HRPC

p cappsecondary
Applicationset
mongoappseconcfary I:l mongoappsecondary
Launch resource in Search 22
Overview  Topology
Details
o __ Type: Applicationsat
'\D AP Version: argoproj.io/vialphal
- Namespace: openshift-gitops
Labels: Nolabels
o Application deploy status
[@l ploy
¥ mongoappsecondary-dreluster: Healthy
Placement Sync status: Synced
Bk decisia Launch Argo editor O3
%
Chuster
[ o, o % [ o )
.
g =y (1) (» T8 2
Configmap Route Deployment Secrut Service Statefuliet
0®+
Repicaset
®
Pod

10. Verify that all the resources are created and the sync status is OK.

D - D O i G D -

@ Healthy @ Synced whesne @ Sync OK

s wo

vo i o wo

¥ ve i d i . i- -

=" we

11. The route for Mongo Express is created. Click the URL under Location.

Project: mongodbapp

Routes
Y Fiter = Name = S
Name Status Location Service
@ essroute e 2 &m ess-se

s

12. Verify that the database MovieDB is available.
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Replicate the volume (PVC) using Universal Replicator, orchestrated by HRPC

isecure  mongoexpressroute-mongodbapp.apps.dreluster juno.com

o Mongo Express Database~=

Mongo Express

Databases Database Name # Create Database

I

View MovieDB
g .
View admin
9 -
View config
o
View local
Server Status
Hostname mongodb-0 MongoDB Version 8.0.3
Uptime 495 seconds Node Version 18.20.3
Server Time Fri, 29 Nov 2024 08:50:36 GMT V8 Version 10.2.154.26-node.37

13. The two collections inserted on the primary site are also available.

b

tsecure GOEXP oute-mor pp.apps.dreluster.juno.com/db/MovieDB/MovieCollections r

o Mongo Express Database: MovieDB~ ¥ Collection: MovieCollections ~

Viewing Collection: MovieCollections

e

WAdvanced

1l Delete all 2 documentts refrieved

_id title genres runtime  rated year directors cast type
1 Tombstone  Western,Drama 130 R 1993  George P. Gosmatos Kurt Russell,Val Kilmer,Sam Elliott mavie
5 Tianic Western,Romantic 194 u 1997  James Cameron Leonardo DiCaprio,Kate Winslet,Billy Zane mavie

14. Verify that new data can be inserted. Click New Document, and then add a document to
the example, and click Save.
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Test 4: Disaster Recovery solution

Add Document

—

id": 3,
title:

genres: [ "I
runtime:
rated: "U",
year: 1999,
directors: [ ”
cast: [ "

type:

1
2
E]
4
5
6
7
8
9

B
N = O
gt

Close # Save

15. Verify that the new document is added.

secure - mongoexpressroute-mangodbapp.apps.dreluster juno.com/db/MovieDB/MovieCollections b=

o J'\.'1D:":_Z}O Express Database: MovieDB~ ¥ Collection: MovieCollections «

Viewing Collection: MovieCollections

Document added!

% simple WAdvanced

String v Q Find

1l Delete all 3 documents retrieved

_id title genres runtime rated year directors cast type
ia n 1 Tombstone Western,Drama 130 R 1993 George P. Cosmatos Kurt Russell,Val Kilmer,Sam Elliott movie
i,.--I n o Titanic Western,Romantic 194 u 1997 James Cameron Leonardo DiCaprio,Kate Winslet,Billy Zane movie
i‘i u 3 The Matrix  Western,Sci-fi 136 u 1989 Lana Wachowskin, Lilly Wachowski  Keanu Reeves Laurence Fishbume,Carrie-Anne Moss  movie

Test 4: Disaster Recovery solution

This test case demonstrates how the Universal Replicator (UR) operation can be suspended
in a planned outage. For example, you can perform maintenance in the primary data center
and business can continue operations on the secondary storage system. It also shows a
failback operation, such as after the outage. Data created on the secondary storage system
is replicated back to the primary storage system and business can resume from the primary
site. Red Hat Advanced Cluster Management and Red Hat OpenShift GitOps integration is
used to streamline this failover and failback operation.
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Failover operation

Failover operation

Before you begin

The stateful MongoDB application is deployed on the primary cluster as described previously.

Procedure

1. Create a database called MovieDB, a collection called MovieCollections, and then make
some entries.

wre  mongoexpressroute-mongodbapp.apps primarycluster juno.com/db/MovieDB/MovieCollections k4

o Mongo Express Database: MovieDB~ » Collection: MovieCollections ~

Viewing Collection: MovieCollections

i Delete all 2 documents retrieved

_id title genres runtime  rated year directors cast type
n 1 Tombstone  Western Drama 130 R 1983  George P. Cosmatos Kurt Russell,Val Kilmer,Sam Elliott movie
2 Titanic Western, Romantic 194 U 1997  James Cameron Leonardo DiGaprio,Kate Winslet,Billy Zane mavie

2. For the stateful MongoDB application, a PVC is created on the primary cluster.

Preject mengodbapp =

PersistentVolumeClaims

Trne = rams -
. Statis PersistentVolumes Capacity Used Fr———
= sta-r & Bowr @ P PRy @

3. A corresponding DRS volume (00:0C) is created on the VSP One Block 24 storage

HITAGHI | V5P One Black Administrator 7) Normal 538
> Monitor
Volume - spc-70137882b1 Edit Volumes  Delete Volumes
~ Storage
Servers
Volumes Capacity Usage D Used / Total Pool
Pools W Used Free 12 (0x000C) 2.70 GIB / 40.00 GIB po
Ports
Volume Type Capacity Saving Capacity Saving Status
Drives - Attached Unmanaged Deduplication and Compression Enabled
<
¥ Replication
Data Reduction Share Number of Assigned Servers Servers
¥ Settings Apply ta snapshat o
Number of Snapshots

o

4. Create a Subscription based application to replicate the MongoDB PVC from VSP One
Block 24 to VSP One Block 28 storage system as described previously.
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Failover operation

5. Verify the replication status from Storage Navigator.

Status from VSP One Block 24 Status from VSP One Block 28

View Pl Progertios

6. Verify the Replication CR details from both clusters.

Status from Primary Cluster Status from Secondary Cluster

Search »  replication details Replcations > Repheation details
AR @ mongodb-replication
mongodb-replication

Details  YAML

Details YAML Related resources

Cluster: local-cluster MNam e:  mongodbapp

Hitachi Replication Plug-in for Containers in combination with Hitachi Storage plug-in for
Containers creates a DRS persistent volume (LDEV ID 00:1E) on the secondary cluster.
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Failover operation

HITACHI VSP One Block Administrator A
2> Monitor
Volume - spc-c420116eb7A34000810044500012 EditVolumes  DeleteVolumes | (7
v Storage
Servers
RIS, Capacity Usage [} Used / Total Fool
1 e L
Volume Type Capacity Saving Compression Acceleration
Drives = Attached Unmanaged Deduplication and Compression Enabled
<
> Replication
Capacity Saving Status Data Reduction Share Number of Assigned Servers
3. Settings abled Apply to snapshot

Servers Number of Snapshots

8. From the secondary site, change the status of the Replication CR to perform the failover
operation. From the secondary cluster OpenShift console, click on Administration, then
CustomResourceDefinitions, search for “replication” and then click Replication.

CustomResourceDefinitions.

Hame Sroup Latestversion Namespaced Established

9. Click Instances, then mongodb-replication and select YAML view.

» CustomResourceDefiniton detals

(&) replications.hspc.hitachi.com

@ @ @

10. Edit the spec.desiredPairState from “none” to “failover” click save, then reload. This
triggers Hitachi Replication Plug-in for Containers to failover the UR pair. The following
screenshots show the status of the Replication CR from the secondary cluster.
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Failover operation

Before Failover After Failover

plications » Replication detais
Replications » Replication details

@ mongodb-replication

2 mongodb-replication

Details YAML

YAML

11. Verify the replication status from Storage Navigator.

Status from VSP One Block 24 Status from VSP One Block 28
et T

Reference Architecture Guide

VSP One Hybrid Cloud Storage Architecture for Replication on Red Hat OpenShift 56



13.

14.

15.

16.

17.

18.

19.

Failover operation

In a failover scenario assuming that the primary site is inaccessible, the secondary Red
Hat OpenShift GitOps Argo CD instance is used to deploy the MongoDB application with
the replicated PVC on the secondary cluster.

Copy the HTTPS URL of the GitLab project “secondarymongoapp” in the secondary
cluster.

- o+ & i | i | R

o n =
main ~ secondarymongoapp + v History Find file Edit v ||

Q, Search or go to...

Clone with SSH
Project ) Update mongoexpresssroute yaml
Clone with HTTPS
& Pinned

Name Last commit

Issues

Open in your IDE
Ba drmengo Update mongoexpresssroute. yaml ¥ L

README. md
de (HTTPS)

In the secondary Red Hat GitOps Argo CD instance, click Settings, then click
+CONNECT REPO.

Select “VIA HTTPS”, type “git”, Project “default”, enter the copied URL in Repository
URL, username as “root” and password as GitLab root password. Click on the check
box Skip server verification.

The repository is added.

Repasitories

@ orgo <
L
® it S — IO @ Successh

Change the mongodbapp.yaml file with the PVC name instead of
volumeClaimTemplates as described.

From the Red Hat OpenShift GitOps Argo CD console, click Applications, then +NEW
APP.

Create a new application with the following information and click Create.
a. Application Name as mongodrapp

Project name as default

Sync Policy as Automatic

Select the repository URL for GitLab project secondarymongoapp

Select the Path as drmongo

-~ ® o o T

Select the local cluster for Cluster URL
g. Select Namespace as mongodbapp

Verify that the application is created.
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21,

22,

23.

Failover operation

Applications

r?iQfQO =

Applications

¥ © Synced 1
¥ © outofSync 0

ey APPLICATION DETAILS 1

D (OCE e T e |

W Healthy @ Synced wwesnrssg © Syne OK wssese

§ vo g ve

On the secondary cluster, click Networking, then Route and select the mongodbapp
project.

Click the URL under Location for Mongo Express route, log in with the default
username and password as admin and pass.

Verify that the MovieDB database and its contents are present.
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Failover operation

o Mongo Express Database: MovieDB~ > Callection: MovieCollections »

Viewing Collection: MovieCollections

% Simple WAdvanced

{ili Delete all 2 documents retrieved

_id title genres runtime rated  year directors cast type
wn 4  Tombstone  WestemDrama 130 R 1993  George P. Cosmalos Kurt Russell,Val Kilmer,Sam Elliott mavie
w n 2 Titanic Western,Romantic 194 u 1997  James Cameron Leonardo DiCaprio,Kate Winslet,Billy Zane movie

24. Add a New Document to the MovieCollections collection.

Add Document

-~

id"s 3,
title: "1
genres: [ "
runtime:
rated: "U",
year: 1999,
directors: [ "I
cast: [ °
type: "mo

1
2
5
4
¥
6
7
8
9

I
= ®

25. Verify that the new Document is added.
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Failback operation

o Mongo Express Database: MovieDB~ ¥ Collection: MovieCollections

Document added!

whdvantec

18 Delete all 3 documents retrieved

_id title genres runtime rated year directors cast type
Tombstone Western Drama 130 R 1993 George P. Cosmatos Kurt Russell,Val Kilmer,Sam Elliott movie
Titanic Western Romantic 194 u 1897 James Cameron Leonardo DiCaprio, Kate Winslet,Billy Zane mavie
The Matrix  Western, Sci-fi 136 u 1999 Lana Wachowskin Lilly Wachowski  Keanu Reeves,Laurence Fishburne,Carrie-Anne Moss  movie

Failback operation

After failover, business can continue on the secondary site within RPO. If you plan to recover
the primary site after the outage window completes, perform failback operation.

The following are the high-level steps for the failback operation.

Procedure

1. Clean up the primary site.
2. Create the replication CR in the secondary site.
3. Perform failover from the primary site.

a. Edit the replication CR in the primary site and change spec.desiredPairState to
failover.

b. Confirm that replication CR status is failover, and the operation value is none.

c. Deploy the stateful MongoDB application in the primary site with the replicated
PVC.

4. Delete the replication CR, MongoDB application and the PVC from the secondary site.
5. Create the replication CR in the primary site.

Clean up the primary site

Clean up the primary site after recovery.

Procedure

1. Delete the application mongoreplication created on the primary cluster from Red Hat
Advanced Cluster Management by clicking the 3 dots, and then click Delete
Application.
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Create the replication CR in the secondary site

Applications

Advanced configuration

Name we | O Mamespace

e
n
14
3
i
-]
H
3
&
g
]
5
i
;
)

Created

rephcar Subscripbon mengedbapy Locad on adurage

1ot Tiaems - 1 ofipage

Confirm that all resources for replication, localvolume and remotevolume are deleted.
- p.

[root@occlient ~]# KUBECONFIG=3{KUBECONFIG P) oc get replication -n mongodbapp

Heo resources found in mengodbapp namespace.

[rootBocclient ~]# HUBECONFIG=S{KUBECONFIG 5) oc get replication -n mongodbapp

Ho resources found in mongodbapp namespace.

[root@occlient -] # KUBECONFIG=;[KUBECONFIG P) oc get localvolume, remotevolume -n mongodbapp
He resources found in :m)r‘.l_,'-\:-dh.‘}!'.p RAmMeSpace.

[root@occlient ~]# KUBECONFIG=35{KUBECONFIG 5} oc get localvolume, remotevolume -n mongodbapp
Ko resources found in mongodbapp namespace.

[root@occlient ~] 48

Delete the application primarymongoapp created on the primary cluster.

Applications

Ouverview  Advanced configuration
Q primarymorgopn W6 x Y Fwer w Comgare application types retort v
Mame Tope ] Mamespace @ Chusters @ Repasitory @ Time window [ Created

- Appication set coenthift-gitsps Locsl oit 2days 090

Remove the PVC mongo-data-mongodb-0 from the primary cluster.

A\ Delete PersistentVolumeClaim

ice yous s you want o delete mongo-data-mongodi-0 PersistentiohumeCla?

Create the replication CR in the secondary site

Procedure

1.

Create a subscription-based application to replicate the MongoDB PVC from the VSP
One Block 28 to the VSP One Block 24 storage system. Here the application name is
mongoreplication, Namespace is mongodbapp, select Git, add the URL of
hrpcproject, and select Branch as replication, and in the Cluster sets section, select
drclusterset.
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Apphiomims 3 Cotate mpphcson

Create application @ Lo

e - @

[r——

Harvaspace © 13

Create the replication CR in the secondary site

# Daplay application resaurces on clustars with all spacified labsls &

Cluster sets =

Operator Value
squskamel © = Seleat

mongadbepp o -
 Fepasitory locaton for resources

o Repasitary types

[
URL* @
% marycvstere o -

Useamamne

w

Beanch

i a - -

The application is created.

Qverview

sgplications » mongorepication
mongoreplication

Overview  Topoiogy

~  Details

Hame mengorepiication
Tree Subscription
Hamespace mengocbesp
Cluszers Feemone
Repository G

Cluster resowrce &1
stans @

Created 425.0m

Last syne - e
racuested )

Status from VSP One Block 24

hittps gitiab apps peimarycluster june comyroot hepcproject git

Set time window

Topology

Applications > mongoreplication
mongoreplication

Cverview Tepology

O

Application |

¥
S ,

/o

W

Subscription

]

%

Cluster |

Verify the replication status from Storage Navigator.

Status from VSP One Block 28

.

Placements

mangor.1-decizion-1

» @ ]
Replicatan I

Verify the replication CR details from both clusters.
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Create the replication CR in the secondary site

Status from Primary Cluster Status from Secondary Cluster

ns 3 Replication details Search » replication details

@ mongodb-replication . .
mongodb-replication

Details YAML

Details YAML Related resources

drcluster = mongodbapp

get replication =n mongodbapp
RATION Fit

= Am2a

e get replication -n mongodbapg

OFEFATION  AG

=

e, remotevolume -n mongodbapp

P}l oc get

-n mongodbapp

Hitachi Replication Plug-in for Containers (HRPC) in combination with Hitachi Storage
Plug-in for Containers (HSPC) creates a DRS persistent volume (LDEV ID 00:0C) on the
primary cluster.

oy

HITACHI WSP One Black Administrator Norral HH fa
> Monitor
Volume - spc-594a21acc0A34000810138500030 EditVolumes  Delete Volumes
> Storage
> Replication
> Settings Capacity Usage D Used / Total Pool
W Used iy
Volume Type Capacity Saving Capacity Saving Status
. managed Deduplicatl and Compressior Enabled
i Data Reduction Share Numbser of Assigned Servars Servers

Pply to snapshat

Mumber of Snapshots

0
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Perform failover to the primary site

Perform failover to the primary site

Procedure

1. From the primary site, change the status of replication CR to perform failover operation.
From the primary cluster Red Hat OpenShift console, click Administration, then
CustomResourceDefinitions, search for replication, and then click Replication. Click
Instances, mongodb-replication, and then select YAML view.

2. Edit the spec.desiredPairState to failover, click save, then reload. This triggers the
Hitachi Replication Plug-in for Containers to fail over the UR pair. The following
screenshots show the status of the Replication CR from the primary cluster.

Before Failover After Failover

ations » Replicaton detaids

Replications » Replication details b
(® mongodb-replication

@ mongodb-replication
YAML

Jetails YAML

3. Verify the replication status from Storage Navigator.

Status from VSP One Block 24 Status from VSP One Block 28

4. Verify the replication status from the OpenShift client machine.
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[root@occlient ~]# KUBECONFIG=3{KUBECONFIG_P)
NAME STATUS DESIREDSTATE
mongodb-replication Failowver failover

[reot@occlient ~]# KUBECONFIG=3 {KUBECONFIG_5)
NAME STATUS DESIREDSTATE
mongoedb-replication Split failover

[root@occlient ~]# KUBECONFIG=3{KUBECONFIG_P)
NAME

lecalvolume. hape.hitachi.com/mongodb-replication

NAME

remotevolume.hapc.hitachi.com/mongodb-replication

[root@occlient ~]# KUBECONFIG=3{KUBECONFIG_S)
NAME

lecalvolume. hape.hitachi.com/mongodb-replication

NAME

remotevolume.hapc.hitachi.com/mongodb-replication

[rootBocclient )4

instead of volumeClaimTemplates.

Perform failover to the primary site

oc get replication -n mongodbapp

QOFERATION AGE
none 44m
oo get replication -n mongodbapp
OFERATION AGE
none 45m
oc get localvelume, remotevolums -n mongodbapp
READY AGE
true 45m
READY AGE
true 4 5m
oc get localvelume, remotevolums -n mongodbapp
READY AGE
true 46m
READY AGE
true 4 5m

Change the mongodbapp.yaml file in the primary GitLab project with the PVC name

Deploy the MongoDB application from Red Hat Advanced Cluster Management. Select

Applications, click Create Application, and then select Argo CD Application set —

Push model.

Overview

Applications 3 mongodpapp

mongodpapp
Overview  Topelogy
«  Details
Name mangodpapp
Type Application set - Push model  Argo
Namespace )  openshift-gitops
Clusters Local
Repository Git) hitpsifgitishapps primarychsterjnacom/nol fmongospp.git
Cluster resource @ 8
status (&
Created 533am

Last reconciled
@

Verify that the application is deployed from both Overview and Topology.

Topology
e
maongodpapp
E e ﬂ;_.? & oi p ‘og" 3 ag
| =g (= e ==
aé+
=
@

8. Verify that all the resources for the MongoDB application are created and sync status is

OK.
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Perform failover to the primary site

s Qmngodpasertocsh chster APPLICATION DETALS TI
@& argo
Pr— APE HEALTH UG STATUS - Last v -
@ Healthy @ Synced toHED (1181259) and (0} mere © Sync OK tofdrsd and (0 more

=’/ o+ - @ e [k i e
“E= mungoduecr
=
- mango s
vo
o s o S
@ © Synced 7 P ———
@ O ouotsme 0 ~ | ===
s we
= — - o
mego axpees - ; == mongosizress STON
o @ H e i F e
5 o
cro
=l" wo
oL R

9. From the OpenShift console, click the mongo-express route and log in with default
username and password as admin and pass.

10. Click MovieDB and confirm that entries made on the secondary cluster during the
failover operation are available.

ecure  mongoexpressroute-mongodbapp.apps.primarycluster.juno.com/db/MovieDB/MavieCollections 8- ¢

o Mongo Express Database: MovieDB~ » Collection: MovieCollections -

Viewing Collection: MovieCollections

# New Document | # New Index
% simple WAdvanced
String v Q Find

1l Delete all 3 documents retrieved

_id title genres runtime rated year directors cast type

Tombstone Western,Drama 130 R 1883 George P. Cosmatos Kurt Russell Val Kilmer,Sam Elliott movie

Titanic Western,Romantic 194 u 1897 James Cameron Leonardo DiCaprio, Kate Winslet,Billy Zane movie

The Matrix ~ Western,Sci-fi 136 u 1999 Lana Wachowskin, Lilly Wachowski  Keanu Reeves, Laurence Fishburne,Carrie-Anne Moss  movie

11. Add a new entry to MovieCollections.
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Delete the Replication CR, MongoDB application, and the PVC from the secondary site

Add Document

-~

id": 4
title: °
genres: [
runtime:
rated:
year:

3

directors: [
cast: [
type:

i |
P
E
4
5
6
b
8
9

Close # Save

12. View the collection.

xure  mongoexpressroute-mongodbapp.apps.primarycluster.juno.com/db/MaovieDB/MovieCollections g

o Mongo Express Database: MovieDB~ ¥ Collection: MovieCollections «

Document added!

# New Document | # New Index
“ %Ad?.—!::’ec‘:

i Delete all 4 documents retrieved

_id title genres runtime rated year directors cast type
i i:ii n Tombstone ‘Western, Drama 130 R 1993 George P. Cosmatos Kurt Russell, Val Kilmer,Sam Elliott movie
1

;’i n Titanic Westen,Romantic 194 u 1997 James Cameron Leonardo DiCaprio,Kate Winslet,Billy Zane movie
2
7 n The Matrix Western, Sci-fi 136 u 1999  Lana Wachowskin,Lilly Keanu Reeves,Laurence Fishbume,Carrie-Anne movie

Wachowski Moss
i ‘"i n The Crime,Drama 175 u 1972  Francis Ford Coppola Marlon Brando,Al Pacino,James Caan movie
Godfather

4

Delete the Replication CR, MongoDB application, and the PVC from the
secondary site

Procedure

1. Delete the replication CR created previously. From Red Hat Advanced Cluster
Management Applications, select the mongoreplication, click the 3 dots, and then click
Delete Application.
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Applications

Ouerven  Adwnced confiquration

Create the Replication CR in the primary site

@ mengerep] wr x Voo v [ o y [T
Hame Tee | @ Namespace | © Custes | © Repcsitay | @ Teme window | © Creted
e Sutmergeon morochap = Zheurs ag

Tl e - afipage

2. Confirm that all resources for replication, localvolume, and remotevolume are

deleted.

P 1=
[root@occlient =]#
Ko resources found
[root@occlient ~]#
Mo resources found
[root@occlient ~]#
Ho resources found
[root@occlient =] #
Ko resourcesa found
[reot@occlient ~]#

KUBECONFIG=< { KUBECONFIG_F)
in mongodbapp namespace.
KUBECONFIG=3 | KUBECONFIG_5)
in mongodbapp namespace.
KUBECONFIG=4 [ KUBECONFIG_F)
in mongodbapp namespace.
KUBECONFIG=5 { KUBECONFIG_5)
in mongodbapp namespace.

=1=

[=1=]

[=]+]

==

get
get
get

get

replication -n mongodbapp
replication -n mongodbapp
localvolume, remotevolume -n mongodbapp

localvolums, remotevolume -n mongodbapp

3. From the Red Hat OpenShift GitOps Argo CD console in the secondary cluster, delete

the MongoDB application created previously.

Applications
Settings

@
9 User Info
a

Decumentation

@ mangodrapp

Delete application
X

& Favorites Only
SYNGSTATUS @ ciean
O Unknown 0
& © synced 1
# © outofsync 0

HEALTH STATUS

@ Unknown O

() Progressing 0

@ Suspended 0

Are you sure you want to delete the Application mongodrapp ?

Deleting the application in foreground or background mode will delete all the ion's managed

which can be dangerous, Be sure you understand the effects of deleting this resou fore continuing. Co

asking someone 1o review nge first

Please type mongodrapp’ 1o contirm the deletion of the resource

mongodrapp

Select propagation palicy for application deletion

@ Foreground @

© -

OBackground @  ONon-cascading @

¥ Healthy 1
4. Delete the PVC from the secondary cluster.

/i Delete PersistentVelumeClaim

e yousure you want 10 elete MOngo-data-mongodh-0 PersistentyiskumeC lam

Create the Replication CR in the primary site

Procedure

1. Create a subscription-based application to replicate the MongoDB PVC from VSP One
Block 24 to VSP One Block 28. Here the application name is mongoreplication,
Namespace is mongodbapp, select Git, add the URL of hrpcproject, select Branch as
replication, and in the Cluster sets section, select default.
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Create the Replication CR in the primary site

v b Cresemappizanen

¢ Jicati © v Saloct clustars for application daployment
reate application AL on

2 D Flacement e deprecation
Mame * @

mengoreplcation Bt practics; Usa Placoment

View dicumentatin &
Mamespace * &

Select an exisbng placement eonfiquratisn @
mongucbap o - = 4

~ Rapeaitory focation for resources
# Disploy spplication resources on clusters with 31 specified labels &

 Repository types

®

®

R o
et g e P Rl runo comy oS PSR °

Secretname &

Branch &

repdssion

The application is created.

Overview Topology

Applications > mongoreplication Applications > mongereplication

mongoreplication mongoreplication

Cwerview Topology

Ovenview  Topology

)
Name mongoreplication { Ij

Type Subscription

Application |
Namespace mongodbapp ¥
o
Clusters Lacal o= B
\ o=
Repositary it hitpsijgitisbapps primaryclusterjunc com/root/MpCproject gt oy vs o - _ 1 —
| Subseription | Flacements
Clusterresource @ | =
status (3 .0 N .° 3
\ E’ = » 8:3
Created 636 am X P ke A
Cluster feplication
Last sync - Ooyme
reauested (2

ovgad ~replicatian

2. \Verify the replication status from Storage Navigator.

Status from VSP One Block 24 Status from VSP One Block 28

e o

3. Verify the replication CR details from both clusters.
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Create the Replication CR in the primary site

Status from Primary Cluster Status from Secondary Cluster

Search » replication details Replications » Replication details

g A mongodb-replication
mongodb-replication < J

Details YAML
Details YAML Related resources

Cluster. local-cluster MNamespace: mongodbapp

on -n mongodbapp

-n mongodbapp

o

BECONFIG F} volume -n mongodbapp

e, remotevolume -n mongodbapp

localvolume

hepc.hitachi.com/mongodb-replication

Hitachi Replication Plug-in for Containers (HRPC) in combination with Hitachi Storage

Plug-in for Containers (HSPC) creates a DRS persistent volume (LDEV ID 00:30) on the
secondary cluster.

HITACHI WSP One Block Administrator Norma: e fal
> Monitor
Volume - spc-0c4943c04cA34000810044500012 EditVolumes  Delete Volumes O @
- Storage
Capacity Usage o Used / Total Pool
W Used 103 GIB / 40.00 Gil
ts
Volume Type Compression Acceleration
_ ag
> Replication
$ Capacity Saving Status Data Reduction Share Number of Assigned Servers
> Settings Enabled Appiy 10 SAapshot
Servers Number of Snapshots
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Conclusion

Conclusion

Red Hat Advanced Cluster Management for Kubernetes, combined with Hitachi Replication
Plug-in for Containers (HRPC), simplifies container data mobility and disaster recovery for
stateful containerized applications from a centralized management console. This hybrid cloud
storage architecture supports asynchronous, bi-directional data replication for stateful
containerized applications without any distance limitations.
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Hitachi Vantara @ ® 0 Q

Corporate Headquarters HitachiVantara.com/contact

2535 Augustine Drive
Santa Clara, CA 95054 USA


https://www.linkedin.com/company/hitachi-vantara
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https://www.facebook.com/HitachiVantara
https://www.youtube.com/user/HDScorp
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