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Introduction

Research as Critical Infrastructure

Research universities produce the data that drives global innovation. This tension sits at the core of modern research environments. Research

From genomics and pharmaceuticals to climate modeling and advanced environments are built on openness and collaboration, yet they must

engineering, these institutions generate and manage some of the most operate with the discipline of high-security enterprises.

valuable data in the world. That data fuels discovery, secures funding, and

drives global competitiveness. The transitionis already happening. Research cannot be enabled by
infrastructure alone. Instead, institutions must protect discovery itself —

Asresearch becomes more data-intensive, the stakes are rising. ensuring that data remains accessible, trustworthy, and secure at every

Research shows that in 2025 alone, higher education institutions in the stage of the research lifecycle.

U.S. experienced up to 3.7 million records breached in a single year.

Institutions must support massive datasets, high-performance
workloads, and increasingly collaborative environments all while
protecting intellectual property and maintaining strict control over
sensitive information. At the same time, cyber threats are growing more
sophisticated, targeting not just data theft, but access disruption.
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https://www.comparitech.com/news/education-ransomware-roundup-2025-stats-on-attacks-ransoms-and-data-breaches/

The Research Paradox

Open Collaboration vs. Controlled Data

Research institutions operate in a fundamentally different model from
most organizations. Faculty, students, external partners, and global
research networks must all be able to access and contribute to shared
datasets. Innovation depends on the ability to move quickly, iterate, and
build on existing work. That openness introduces risk.

Sensitive datasets, from intellectual property to regulated research
data, must be tightly controlled. Unauthorized access, data corruption,
or loss can derail projects, jeopardize funding, and compromise years of
work. Balancing these competing priorities is one of the most complex
challenges facing research IT leaders.

To address this, institutions are moving away from traditional backup
models and toward more dynamic data strategies. Instead of creating
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static copies of data, many are adopting version-based approaches.
These systems capture incremental changes over time, allowing teams
to track, manage, and restore data at specific points. This enables both
flexibility and control.

At the same time, automation is playing a growing role. Researchers
can create environments, test scenarios, and roll back changes without
disrupting core datasets. In some cases, digital twin environments allow
experimentation without risk to the original data.

The goal is not to restrict collaboration, but to make it safer and more
controlled. The shift is critical: control is moving from infrastructure to
dataitself. The decisive question is no longer where data is stored, but
how itis managed, protected, and accessed.



Why Research
Workloads Demand
High-Performance,
Controlled
Environments

Research workloads are data-intensive, compute-heavy, and often
time-sensitive. Whether sequencing genomes, training Al models,
or running complex simulations, these workloads require high
throughput, low latency, and consistent performance.
This makes full reliance on public cloud impractical due to:

e Costunpredictability at scale

e Egress penalties

¢ Al workload inefficiencies

e Data sovereignty constraints
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Data gravity is a key factor. Moving large datasets between
environments introduces latency, cost, and complexity. In many
cases, itis more efficient, and more secure, to keep core data within
controlled, on-premises environments.

Controlis equally important. Research data often includes
intellectual property, regulated information, or sensitive collaborations.
Institutions must ensure that data remains within defined boundaries,
both for compliance and for competitive reasons.

Speed also plays a strategic role. Faster data access and processing
enable quicker iteration cycles. Researchers can test hypotheses,
refine models, and generate results more efficiently. In competitive
research environments, this speed can be a decisive advantage.

This has led to a hybrid approach. Cloud environments are

used where flexibility is needed, such as for burst workloads or
collaboration. But core datasets tied to critical research remain in high-
performance, controlled environments.

Ultimately, performance is not just a technical requirement. Itis an
enabler of discovery.
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From a Research CIO Perspective:
What Holds Teams Back vs. What Enables Progress

Where Teams Struggle Today What High-Performing Environments Enable
Data pipelines that slow down experiments 4 Real-time access that accelerates iteration and discovery

Datasets spread across labs, systems, and partners —_ Controlled data environments with clear ownership and visibility
Infrastructure that can’'t keep up with Aland HPC demands 4 Scalable platforms designed for compute-intensive workloads

Difficulty balancing open collaboration with data protection —_ Fine-grained access controls that support both collaboration and security
Limited ability to roll back or safely test changes —_ Versioning and point-in-time recovery for safe experimentation

Security applied inconsistently across environments —_ Unified, data-centric security with built-in resilience

Uncertainty around recovery timelines in a disruption —_ Tested, predictable recovery aligned to research continuity needs
Disconnected tools that increase operational complexity —_ Integrated, hybrid-ready environments that simplify operations
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Cyber Resilience as a
Research Continuity Strategy

Ransomware attacks against education institutions rose 23% year over Research institutions are moving away from assumptions of instant
year in the first half of 2025, with average ransom demands reaching recovery and toward predictable recovery models. This means
$556,000. Butin research, downtime doesn'’t just cost money. It can understanding how long it will take to restore data, validating those
erase months of progress that can’t be recreated. timelines, and ensuring that recovery processes are tested regularly. By

focusing on predictable recovery, institutions can minimize disruption and
A cyber incident does not just disrupt systems. It disrupts research maintain continuity.
timelines, funding commitments, and institutional reputation. In some
cases, it caninvalidate results or delay critical breakthroughs. This is why Atthe same time, access controlis evolving. Zero trust principles

the focus is shifting toward data integrity and predictability. are becoming more prevalent, ensuring that access to datais tightly
managed and continuously validated. Researchers may be able to view

Institutions are implementing strategies that ensure data cannot data, but not alter it without proper authorization.

be altered or compromised without detection. Practices such as

immutability, where data can be read but not changed, are becoming This approach balances accessibility with control, enabling collaboration

more common. At the same time, retention controls ensure that critical while protecting integrity.

data cannot be deleted prematurely.
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https://www.highereddive.com/news/ransomware-attacks-education-jump-23-percent-h1-2025/754011/

Cyber Resiliencein
Action: Protecting

Research Continuity

Use Case: Safeguarding a
Genomics Research Project

A university research team is running a multi-year genomics study, processing
massive datasets to identify disease patterns. The environment supports continuous
dataingestion, model training, and collaboration across multiple institutions.

Midway through the project, aransomware attack targets access credentials
but not the data itself. Researchers get locked out of critical systems.

Because the institution has implemented versioning, immutability, and strict
access controls, the data remains intact and uncompromised. The security team
isolates the incident, and using validated recovery processes, restores access
toaclean, recent data state.

Research resumes with minimal disruption.
Why It Matters:

Cyber resilience inresearchisn't just about preventing attacks. It's about
ensuring that discovery continues, even when incidents occur.
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Preparing Research Institutions
for Al-Driven Discovery

From data analysis and pattern recognition to simulation and modeling,
Alis accelerating discovery across disciplines. But Al doesn't just
increase scale. It compressesrisk into faster decision cycles.

Al workloads demand massive datasets, high-performance storage,
and scalable compute environments. They also require efficient data
pipelines, ensuring that data can be processed quickly and accurately.

At the same time, governance is becoming increasingly important.

Hitachi Vantara

Early adoption of Al often relied on external platforms, where data
was processed outside institutional control. This raised concerns
around data ownership, security,and compliance.

Today, institutions are taking a more controlled approach. Alis being
deployed within governed environments, with clear policies around
data usage, access, and monitoring. Regulatory frameworks are
emerging to guide these practices, emphasizing risk management,
transparency, and accountability.

Thereis also a growing recognition of the need for human oversight.
While Al can enhance efficiency and insight, over-reliance can
introduce new vulnerabilities. Automated systems may miss
context or fail to detect subtle anomalies. As aresult, institutions are
maintaining a balance between automation and human control.

This reflects a broader shiftin how Al is viewed. Itis no longer just a
tool for efficiency. It is a capability that must be managed, governed,
and integrated carefully into the research process.



A Practical Framework for
ResearchIT Leaders

Building a resilient, high-performance research environment requires a structured approach:

Start with what
you cannot
afford tolose

Determine which
projects and datasets
are most critical to
institutional goals.

These are the workloads
that require the highest
levels of performance
and protection.
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Map data
flows and
dependencies

Understand how data
moves across systems,
teams, and environments.

This visibility is essential for
managing risk and ensuring
efficient access.

Make every
change
reversible

Enable point-in-time
recovery and safe
experimentation.

This allows researchers
to innovate without risking
core datasets.

Enforce integrity
and access
controls at the
datalevel

Apply immutability,
retention policies, and zero
trust principles.

These measures protect
data from unauthorized
changes and access.

Build
infrastructure
that keepsup
with the pace of
research

Ensure environments can
support high-performance
workloads and emerging
technologies.

Infrastructure should
enable discovery, not limit it.
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Conclusion

Safeguarding
Discovery at Scale

Research institutions operate at the intersection of innovation and risk.

They must enable collaboration while protecting sensitive data. They
must support high-performance workloads while maintaining control. And
they must adopt new technologies without introducing new vulnerabilities.

Success depends on a shift in focus—from infrastructure to data, from
reactive security to proactive resilience, and from isolated systems to
integrated strategies.

This is where infrastructure expertise becomes strategic, not optional.
Providers like Hitachi Vantara help research institutions protect critical
data, optimize performance, and build environments that support
innovation without compromising security.

Because inresearch, the ultimate goal is not just to generate knowledge.

Itis to ensure that knowledge is protected, accessible, and ready to drive
the next breakthrough.
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Hitachi Vantara

Hitachi Vantara is transforming the way data fuels
innovation. A wholly owned subsidiary of Hitachi,
Ltd., we're the data foundation the world’s leading
innovators rely on. Through data storage, infrastructure
systems, cloud management and digital expertise, we
build the foundation for sustainable business growth.

Learn More —
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