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EXHIBIT I – PROCUREMENT AGREEMENT 

Digital Opera;onal Resilience Act (DORA) Terms 

1. Par;es and Scope. This Exhibit applies only in respect of services which cons=tute ICT Services (as defined in paragraph 2 
below) cons=tutes an integral part of the Procurement Agreement, including any SOWs thereunder (collec=vely, the 
“Agreement”). In the event of any inconsistency or conflict between exis=ng terms of the Agreement and the terms of this 
Exhibit then the terms of this Exhibit shall prevail. The Agreement shall remain otherwise unchanged and in full effect.  

2. Defini;ons. Capitalised terms used in this Exhibit shall have the meaning given thereto in the Agreement or, where 
applicable, in DORA. Any other capitalised term shall have the meaning given to it in this Exhibit. 

New defini=ons: 

Cri;cal ICT Services shall mean ICT Services suppor=ng cri=cal or important func=ons as defined in DORA; 
Hitachi Data shall mean informa=on, data and other content provided by Hitachi or Hitachi’s Customer to Supplier in the 
course of the Hitachi’s or Hitachi’s Customer receipt of ICT Services under the Agreement; 

DORA shall mean Regula=on (EU) 2022/2554 of the European Parliament and the Council of 14 December 2022 on digital 
opera=onal resilience for the financial sector and amending Regula=ons (EC) No 1060/2009, (EU) No 648/2012, (EU) No 
600/2014, (EU) No 909/2014 and (EU) 2016/1011, including the related regulatory technical standards, each as amended, 
supplemented, superseded and/or replaced from =me to =me; 
DORA Regulator shall mean any supervisory authority defined as such by DORA which has competence to make a 
determina=on which is legally binding upon a Party; 

Good Industry Prac;ce shall mean standards, prac=ces, methods and procedures conforming to applicable laws and 
regula=ons and the degree of skill, care, diligence, prudence and foresight which would reasonably and ordinarily be 
expected from a skilled and experienced provider of the type of services provided by Supplier under the Agreement in the 
relevant Service Loca=on; 

ICT shall mean informa=on and communica=on technology; 

ICT-related Incident shall have the meaning given to such term in DORA; 

ICT Services shall have the meaning given to such term in DORA; 
Service Loca;on shall mean a loca=on where any ICT Services will be received (including, for example but without limita=on, 
a storage loca=on), as defined in any relevant document agreed between the Par=es or otherwise provided by Hitachi. 

3. Changes to Products and Services. The Par=es will give due considera=on to con=nued compliance with DORA when 
agreeing mutually any changes to ICT Services to be provided under the Agreement. Where the Agreement permits 
unilateral varia=on then the Party making the change will not in making such change diminish materially the other Party’s 
compliance with DORA. 

4. Subcontrac;ng.  

4.1. Where subcontrac=ng by Supplier of the provision of ICT Services is currently permi^ed under the Agreement then such 
subcontrac=ng is subject to the following condi=ons: 

a. Supplier has clear contractual terms in place with its relevant subcontractor, which address the security of any Hitachi 
Data being processed under the relevant subcontract; 

b. Supplier ensures by verifica=on that the technical and organisa=onal measures implemented by the subcontractor 
provide at least the level of protec=on for Hitachi Data required by the Agreement and DORA; and    

c. to the extent required by Hitachi, Supplier and its subcontractor shall maintain (or obtain) a valid Legal En=ty Iden=fier 
(LEI), which LEI Hitachi will confirm promptly upon Hitachi’s wri^en request. 

d. Supplier shall establish the monitoring and repor=ng obliga=ons of the subcontractor, which the subcontractor must 
fulfil towards the Supplier and thereby also towards the Hitachi; 

e. Supplier shall ensure con=nuous provision of the service according to the agreed service levels; and 

f. Supplier shall ensure con=nuous compliance with ICT security standards and, if applicable, addi=onal security features 
by the subcontractor in accordance with the technical regulatory standards required by DORA Regulator. 
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4.2. Where Supplier wishes to change a subcontractor providing, or to appoint a new subcontractor to provide, Cri=cal ICT 
Services under the Agreement then Supplier shall provide Hitachi with not less than 60 (sixty) calendar days’ prior wri^en 
no=ce of the following informa=on related to the proposed incoming subcontractor:  (i) the full company name of the 
subcontractor, (ii) the loca=on from which the subcontractor would provide its services and (iii) the Hitachi Data to be shared 
by Supplier with the subcontractor and any reasonably required informa=on to enable Hitachi and its Customers to comply 
with their respec=ve obliga=ons under DORA. 

4.3. Hitachi shall have the right to object to any proposed new or replaced subcontractor within thirty (30) calendar days of 
receiving no=ce under paragraph 4.2. If Hitachi objects to a proposed subcontractor, Supplier shall not proceed with the 
proposed change un=l the Par=es have reached agreement on a mutually acceptable solu=on. 

5. Service Levels. The Par=es will ensure that the Agreement contains mutually agreed service levels to be met to ensure 
compliance with DORA. Where Supplier then does not meet such a service level in respect of ICT Services then Supplier will 
promptly, upon Hitachi’s request, iden=fy, document, and remedy the root cause of the breach of the service level and 
thereaber keep Hitachi informed of progress with remedying the issue. Supplier will then confirm if and when the issue has 
been remedied. 

6. Data Protec;on, Access, Recovery and Return.  

6.1. Supplier shall have and maintain documented data management and disaster recovery plans, including in rela=on to Hitachi 
Data and which at minimum comply with Good Industry Prac=ce, ensuring: (i) adequate standards of availability, 
authen=city, integrity and confiden=ality of data, whether at rest, in use or in transit, and (ii) in case of insolvency, resolu=on 
or discon=nua=on of the business opera=ons of Supplier or termina=on of the Agreement that Hitachi Data is accessible 
and recoverable in an easily accessible format.  

6.2. Where the Par=es agree that Supplier is providing Cri=cal ICT Services, Supplier will (i) regularly, not less than once per year, 
review and test its disaster recovery plans in line with Good Industry Prac=ce and (ii) no=fy Hitachi , with a level of detail 
that Hitachi ought reasonably expect, if Supplier implements any updates or changes to its disaster recovery plan(s) which 
would decrease materially the overall ICT security or resilience, con=nuity and availability of the Cri=cal ICT Services. 

6.3. Upon termina=on or expira=on of the Agreement, Supplier shall: (a) Return all Hitachi Data in an industry-standard format 
specified by Hitachi; (b) provide reasonable transi=on assistance to Hitachi or its designated replacement provider; and (c) 
securely delete all Hitachi Data from Supplier’s systems and provide a cer=ficate of dele=on upon Hitachi’s request. 

7. ICT Incident No;fica;on and Assistance. Supplier shall report to Hitachi in wri=ng without undue delay any ICT-related 
Incidents of which it becomes aware that have a material nega=ve affect for any ICT Services that it is providing for Hitachi 
and thereaber provide free of charge any assistance and informa=on available to Supplier reasonably required to enable 
Hitachi to comply with its no=fica=on obliga=ons under DORA. 

7.1. The informa=on about the ICT-related Incident shall include at least informa=on on the =me and type of the incident 
(including informa=on as to what data is affected and how), the system affected, the number and type of data subjects 
affected, the =me of discovery, the contact informa=on of the Supplier’s persons handling the security incident 
(telephone number, e-mail address etc.), any poten=al adverse consequences of the security incident, including their 
likelihood of occurrence, and the measures taken and proposed by the Supplier to mi=gate adverse effects. Further 
informa=on in accordance with any other applicable legal regula=ons shall remain unaffected. 

7.2. The first informa=on to Hitachi has to take place immediately aber becoming aware of the ICT-related Incident. A 
further, detailed no=fica=on of Hitachi, which must contain all informa=on in accordance with Sec=on 7.1., shall be 
made without undue delay and if possible within 48 hours of becoming aware of the ICT-related Incident. If this detailed 
no=fica=on is not possible within 48 hours, Hitachi shall be provided with a jus=fica=on for the delay together with 
informa=on as to when the complete and proper detailed no=fica=on will be provided. 

8. Coopera;on with DORA Regulators. Supplier will cooperate with DORA Regulators to the extent required by applicable law. 
Hitachi is en=tled to terminate the Agreement where this is required by a DORA Regulator and where failure to terminate 
would be a breach of applicable law. Such termina=on must however be effected in accordance with any term(s) of the 
Agreement dealing with termina=on due to DORA Regulator instruc=on. 

9. Termina;on rights. Notwithstanding any provision(s) of the Agreement to the contrary, whether express or implied, Hitachi 
may terminate the Agreement by providing wri^en no=ce to Supplier and Supplier does not take reasonable steps to remedy 
the ma^er within 30 days of first no=ce from Hitachi: 

9.1. in the event of a material breach by Supplier of the terms of this Exhibit; 
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9.2. in the case of any  weakness of Supplier’s overall ICT risk management which compromises the availability, authen=city, 
integrity and confiden=ality of Hitachi Data; or 

9.3. where long or complex chains of subcontrac=ng of ICT Services impacts a Regulator’s ability to fully monitor the contracted 
func=ons and the ability of the Regulator to effec=vely supervise Hitachi or Hitachi’s Customer in respect of the ICT Services. 

9.4. In the event of repeated service level failures for Cri=cal ICT Services, regardless of whether such failures have been 
remedied. 

10. Par;cipa;on in training. Upon request, Supplier and its subcontractors shall par=cipate in Hitachi’s and/or Hitachi’s 
Customer’s ICT security awareness programs, as applicable and digital opera=onal resilience training provided for its own 
staff and/or suppliers. Supplier shall bear its own costs for such par=cipa=on. 

11. No;ce periods and repor;ng obliga;ons. Where Supplier is providing Cri=cal ICT Services for Hitachi or Hitachi’s Customer, 
Supplier will: (a) inform Hitachi in wri=ng without undue delay of any developments that may have a material nega=ve 
impact on Supplier’s ability to effec=vely provide the Cri=cal ICT Services in line with any service levels previously agreed by 
the Par=es.  

12. Business con;nuity. Where Supplier provides Cri=cal ICT Services for Hitachi or Hitachi’s Customer: 

12.1. Supplier shall have an up to date and maintained Business Con=nuity Plan in place which covers the provision of the ICT 
Services. The Business Con=nuity Plan must be designed to prevent nega=ve impacts by unplanned disrup=ons and to 
ensure that Supplier can con=nue to func=on through opera=onal interrup=on and con=nue to provide Services as specified 
in the Agreement;  

12.2. Supplier will provide Hitachi a complete copy of its Business Con=nuity Plan upon request, which shall be subject to Hitachi’s 
review and approval; and 

12.3. Supplier shall perform, at least annually, an appropriate test of its Business Con=nuity Plan (and confirm for Hitachi upon 
request that it has done so) and remedy without undue delay any material weakness(es) iden=fied during such test(s). 

13. Tes;ng. Where Supplier provides to Cri=cal ICT Services for Hitachi, Supplier shall par=cipate in and co-operate with, and, 
where applicable, shall ensure that its subcontractors par=cipate in and co-operate with, Hitachi’s or its Customer’s threat-
led penetra=on tes=ng (TLPT) as referred to in Ar=cles 26 and 27 of DORA (if and to the extent applicable to Hitachi or its 
Customer), as reasonably requested by Hitachi. 

14. Monitoring. Where Supplier provides Cri=cal ICT Services for Hitachi: 

14.1. Supplier hereby grants to Hitachi, a DORA Regulator and to a third party appointed thereby for such purpose and to whom 
Supplier does not raise reasonable objec=on, an unrestricted right of access, inspec=on and audit to confirm Supplier’s 
compliance with the provisions of this Exhibit, subject to Supplier’s reasonable requirements in respect of confiden=ality; 

14.2. If and to the extent the rights of Supplier’s other customers would be impacted by the exercise of Hitachi’s rights under 
paragraph 14.1 then Supplier shall have the right to propose an alterna=ve way to provide a similar level of assurance for 
Hitachi, which altera=ve way Hitachi will not reject unreasonably; 

14.3. If Supplier objects to a third party appointed by Hitachi to carry out an audit, on the basis that the third party is a compe=tor 
to Supplier, Supplier shall in its no=ce to Hitachi include at least three reputable audit firms opera=ng in the relevant market 
that Supplier does not consider to be its compe=tors, and who therefore may carry out the audit; 

14.4. Hitachi may conduct audits of Cri=cal ICT Services as reasonably necessary for regulatory compliance, customer 
requirements, risk management, or suspected breaches of this Exhibit; and  

14.5. Hitachi, the DORA regulator and/or the appointed auditor, as applicable, shall be en=tled when reasonably required to make 
copies of all relevant documents in the course of the audit.  

15. Exit. Supplier shall develop and maintain an exit plan for the orderly transi=on of services to Hitachi or a replacement 
provider in the event of termina=on or expira=on of the Agreement for the purposes of Ar=cle 28 (8) and Ar=cle 30 (3) f) of 
DORA. The exit plan shall be provided to Hitachi within 60 days of the effec=ve date of the Agreement and updated annually 
thereaber. 

 


