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Notices and Disclaimer 
© 2022 Hitachi Vantara LLC. All rights reserved. 

No part of this publication may be reproduced or transmitted in any form or by any means, electronic or mechanical, including 
photocopying and recording, or stored in a database or retrieval system for commercial purposes without the express written 
permission of Hitachi, Ltd., or Hitachi Vantara (collectively, “Hitachi”). Licensee may make copies of the Materials provided that 
any such copy is: (i) created as an essential step in utilization of the Software as licensed and is used in no other manner; or 
(ii) used for archival purposes. Licensee may not make any other copies of the Materials. "Materials" mean text, data, 
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Notice: Hitachi products and services can be ordered only under the terms and conditions of the applicable Hitachi 
agreements. The use of Hitachi products is governed by the terms of your agreements with Hitachi Vantara. 

By using this software, you agree that you are responsible for: 

1) Acquiring the relevant consents as may be required under local privacy laws or otherwise from authorized employees and 
other individuals to access relevant data; and 

2) Verifying that data continues to be held, retrieved, deleted, or otherwise processed in accordance with relevant laws. 

Notice on Export Controls: The technical data and technology inherent in this Document may be subject to U.S. export control 
laws, including the U.S. Export Administration Act and its associated regulations, and may be subject to export or import 
regulations in other countries. Reader agrees to comply strictly with all such regulations and acknowledges that Reader has 
the responsibility to obtain licenses to export, re-export, or import the Document and any Compliant Products. 

EXPORT CONTROLS: Licensee will comply fully with all applicable export laws and regulations of the United States and other 
countries, and Licensee shall not export, or allow the export or re-export of, the Software, API, or Materials in violation of any 
such laws or regulations. By downloading or using the Software, API, or Materials, Licensee agrees to the foregoing and 
represents and warrants that Licensee is not located in, under the control of, or a national or resident of any embargoed or 
restricted country. 
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About This Guide 
This guide provides instructions for deploying a virtual machine in the Microsoft Azure cloud and configuring it as an iSCSI 
target. 

 
After the original publication of this whitepaper, Hitachi Vantara released a virtual machine image on Azure 
Marketplace that automates the process of configuring targetcli. The solution is available for free on the Azure 
Marketplace. However, you must pay for various Azure fees relating to running the virtual machine. The solution can 

be found at https://azuremarketplace.microsoft.com/en-us/marketplace/apps/hitachivantara.hv-
gadcloudquorum?ocid=GTMRewards_WhatsNewBlog_hv-gadcloudquorum_031022. 

Intended Audience 
This document is intended for Hitachi Vantara and Hitachi partner representatives who need a foundation of knowledge on this 
product to best represent it to potential buyers. 

Document Revisions 

Revision Number Date Details 

1.0 April 2021 Initial release. 

1.1 May 2022 
Added recommendation to remove public IP address on the Azure virtual 
machine and added GAD Cloud Quorum solution. Also made wording corrections 
and formatting updates. 

References 
• Hitachi Global-Active Device User Guide 
• Linux SCSI Target: Targetcli 

Comments 
Please send your comments on this document to gpse.replicationsoftware@hitachivantara.com. Include the document title and 
number, including the revision level, and refer to specific sections and paragraphs whenever possible. All comments become 
the property of Hitachi Vantara. 

Thank You! 

  

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/hitachivantara.hv-gadcloudquorum?ocid=GTMRewards_WhatsNewBlog_hv-gadcloudquorum_031022
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/hitachivantara.hv-gadcloudquorum?ocid=GTMRewards_WhatsNewBlog_hv-gadcloudquorum_031022
https://knowledge.hitachivantara.com/Documents/Management_Software/SVOS/8.1/Global-Active_Device/Overview_of_global-active_device
http://linux-iscsi.org/wiki/Targetcli
mailto:gpse.replicationsoftware@hitachivantara.com
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Configuration and Specifications 

Introduction 
This guide provides instructions for deploying a virtual machine on the Microsoft Azure cloud and configuring it as an iSCSI 
target. We will use the Linux package “targetcli” to create and manage block devices on the virtual machine. The objective is to 
leverage volumes from the iSCSI target virtual machine running on Azure as quorum volumes for Global-Active Device (GAD). 

Only use volumes from an iSCSI target virtual machine for global-active device quorums. Do not use them as data 
volumes. 

 
This guide does not include instructions for establishing a VPN connection to Azure. Refer to the Azure documentation, 
such as Tutorial: Create a Site-to-Site connection in the Azure portal. 

 

Figure 1 illustrates the test environment. The on-premises datacenter is connected to the Azure cloud using a VPN tunnel. 
Network traffic is passed between the on-premises storage systems and the iSCSI target virtual machine in Azure using the 
VPN tunnel. 

Figure 1. Test Environment 

VPN Gateway 
While certifying this solution, we determined that the type of the Azure VPN Gateway plays an important role. You 
must use a sufficiently large gateway type to support quorum traffic. Otherwise, the iSCSI paths between the storage 
systems and Azure virtual machine experience frequent timeouts and disconnects. 

We experienced these issues while testing with 16 GAD quorums using the two smallest gateway types, Basic and VpnGw1. 
The timeout and disconnect problems were resolved when we upgraded the Azure VPN Gateway to a VpnGw2 type. 

For a complete list of available gateway types, see: https://azure.microsoft.com/en-us/pricing/details/vpn-gateway/. 

A tip for identifying the Azure VPN Gateway as a bottleneck is to ask Azure Support to review the object CPU utilization. High 
utilization is a sign that the gateway is a potential problem. Unfortunately, you cannot currently check this metric yourself. 

  

https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal
https://azure.microsoft.com/en-us/pricing/details/vpn-gateway/
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Azure Virtual Machine 
The following settings were used for the virtual machine image: 

• Operating system: SUSE Linux Enterprise Server 15 SP1 

• Kernel: 4.12.14-8.33-azure 

• Instance type: Standard_B2s 

• CPU: 2 virtual CPUs 

• Memory: 4 GB 

• Targetcli version: 2.1.fb49 
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Azure Virtual Machine 

Deployment 
This section provides instructions for creating the virtual machine in Azure that will function as the iSCSI target. 
 

We assume that you are familiar with using an SSH public key for authentication, so we do not cover this topic. For a 
refresher, see: Generate and store SSH keys in the Azure portal. 
 

1. On the landing page of the Azure Portal, use the top-left shortcut to expand the portal menu, then select Virtual 
machines > Add > Virtual machine. 

2. On the Basics page, for image option, select SUSE Enterprise Linux. 
 
We recommend that you use Standard_B2s or larger for the virtual machine size. This type has 2 virtual CPUs and 4 GiB 
memory. You can set the remaining options on this page based on your requirements. 

3. Click Next: Disks >. 

On the Disks page, add a data disk for the type of Premium SSD. The minimum capacity for a quorum is 12,292 MB; 
therefore, you must size the data disk based on this requirement. You can set the OS disk type to Standard HDD. In our 
testing, we found this was sufficient in our testing. Click Next: Networking >. 
 

 
4. Click Next: Networking >. 

 

On the Networking page, enter values (based on your cloud infrastructure—the process of setting up the infrastructure is 
not included in this paper) for the following options: 

• Virtual network (The virtual network must be able to pass traffic to and from the on-premises networks where 
the storage systems are located.) 

• Subnet 

• Public IP (Not required nor recommended.) 

• Configure network security group 

https://docs.microsoft.com/en-us/azure/virtual-machines/ssh-keys-portal
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A public IP address is not required for the virtual machine to function as an iSCSI target. The virtual machine 
communicates with the on-premises storage systems using the private IP address, which passes through the 
VPN tunnel. We recommend that you do not assign a public IP address to improve the solution security. 

No additional settings are required on the remaining pages: Management, Advanced, and Tags. 

5. Click Review + create, verify that the final details are correct, and then click Create. 

Storage Repository 
This section provides instructions for configuring a storage repository on the virtual machine to hold the volumes to use as 
GAD Quorum devices. 

1. Log in to the virtual machine using SSH. 

2. List all disks and identify the data disk using the size by running the following command: 

sudo fdisk -l | grep "Disk /dev" 
 

 
3. Create a partition on the data disk by running the following command: 

sudo fdisk /dev/sdc 

a. On the fdisk main menu, enter: n 

b. For Partition type, enter: p 

c. For Partition number, enter: 1 

d. To accept default of 2048 for the first sector, press Enter. 

e. To accept default of max for the last sector, press Enter. 
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4. To verify the new partition, enter p.  
 

 
5. To write changes and close fdisk, enter w. 

 

 
6. Create a volume group on top of the new partition by running the following command: 

sudo vgcreate vg_quorums /dev/sdc1 
 

 
7. Create a logical volume in the new volume group that uses 100% of the capacity by running the following command: 

sudo lvcreate -l 100%VG vg_quorums 
 

 
8. Create an XFS file system on top of the new logical volume by running the following command: 

sudo mkfs.xfs /dev/vg_quorums/lvol0 
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9. Create a mount point for the new filesystem by running the following command: 

sudo mkdir /quorums 

10. To mount file system automatically during a restart, add the following line in the /etc/fstab file: 

sudo sh -c "echo /dev/vg_quorums/lvol0 /quorums xfs defaults 0 0 >> /etc/fstab" 

11. Verify that the entry was added correctly by running the following command: 

sudo cat /etc/fstab 
 

 
12. Mount the filesystem by running the following command: 

sudo mount /quorums; df -h 
 

 

Firewall Exemption 
This section provides instructions for creating a firewall exemption on the Azure network so iSCSI traffic can enter the GAD 
quorum virtual machine from the on-premises storage systems. 

1. On the landing page of Azure Portal, use the top-left shortcut to expand the portal menu, select Virtual machines, and 
then select the newly created virtual machine. 

2. On the left, under Settings, select Networking > Add inbound port rule. 
 
Note: Outbound rule is not required. 

3. Enter the following values and then click Add: 

• Source: IP addresses 
• Source IP addresses/CIDR ranges: Subnets of the on-premises storage system iSCSI ports 
• Source port ranges: * (asterisk) 
• Destination: IP addresses 
• Destination IP addresses/CIDR ranges: Private IP address of the virtual machine 
• Service: custom 
• Destination port ranges: 3260 
• Protocol: TCP 
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Targetcli 
The targetcli application is installed by default with Azure SUSE Enterprise Linux 15 SP1. So, there are no additional steps 
required before using it. 

Auto-start 
1. Start targetcli and configure it to start automatically after a restart by running the following command: 

sudo systemctl enable --now targetcli 

2. Verify that targetcli started successfully by running the following command: 

sudo systemctl status targetcli 
 

 

Configuration 
This section provides instructions for configuring targetcli to present three 13 GB volumes over iSCSI. 

These instructions are for a configuration without authentication. Refer to Appendix I: Mutual CHAP Authentication if 
you want to configure CHAP authentication. 
 

1. Log in to targetcli by running the following command: 

sudo targetcli 
 

 
2. Create three 13 GB volumes in the /quorums folder by running the following command (change the number after 

“volume” as you proceed): 

/backstores/fileio create volume0 /quorums/volume0 13g 
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3. Verify that the volumes were created successfully by running the following command: 

ls /backstores/fileio 
 

 
4. Create an iSCSI target by running the following command: 

/iscsi create 
 

 
5. Remove the default listening portal and create a new one specific to the virtual machine private IP address as follows: 

a. Enter the portal directory by running the following command (your target will be different): 

cd /iscsi/iqn.2003-01.org.linux-iscsi.quorum-1.x8664:sn.e5d4db916f12/tpg1/portals/ 

b. Delete the default portal by running the following command: 

delete 0.0.0.0 3260 

c. Create a new portal specific to the virtual machine private IP address by running the following command: 

create 10.2.1.5 3260 

d. Verify that the new portal was created successfully by running the following command: 

ls 
 

 
6. Map the three volumes: 

a. Enter the LUNs directory by running the following command: 

cd /iscsi/iqn.2003-01.org.linux-iscsi.quorum-1.x8664:sn.e5d4db916f12/tpg1/luns 

b. Map the volumes by running the following command (change the number after “volume” as you proceed): 

create /backstores/fileio/volume0 

c. Verify that the volumes were mapped successfully by running the following command: 
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ls 
 

 
7. Mask the initiator IQNs of the storage systems to allow access to the LUNs: 

a. Enter the ACLs directory by running the following command: 

cd /iscsi/iqn.2003-01.org.linux-iscsi.quorum-1.x8664:sn.e5d4db916f12/tpg1/acls 

b. Mask each IQN by running the following command (your IQNs will be different): 

create iqn.1994-04.jp.co.hitachi:rsd.r90.i.0877e3.1g 

c. Verify that the masking was successful by running the following command: 

ls 
 

 
8. Save the changes by running the following commands: 

cd / 

saveconfig 
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9. View the configuration by running the following command: 

ls 
 

 
10. Exit targetcli by running the following command: 

exit 
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Global-Active Device Quorums 
This section describes how to discover volumes from the iSCSI target virtual machine and turn them into GAD quorums. The 
procedure is the same as it is to virtualize a physical Fibre Channel or iSCSI storage system. 

Create iSCSI Paths 
1. Log in to Storage Navigator. 

2. On the left side, select External Storage, and then select the iSCSI Paths tab. 
 

 
3. Click Add iSCSI Paths. 

4. Click Discover iSCSI Targets. 

5. For each storage system iSCSI port that will connect to the Azure virtual machine, complete the following steps: 

a. Enter the following: 

• Local Port ID: Local iSCSI storage port 

• Remote IP Address: Private IP address of the Azure virtual machine. 

• Remote TCP Port Number: 3260 

b. Click Add. 
  

 
6. After you finish adding all the required iSCSI ports to the discovery list, click OK. 
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7. In the Add iSCSI Paths window, leave Authentication Method=None and Mutual CHAP=Disable and then click Add. 
 

 
 

 
If you want to configure CHAP authentication, see: Appendix I: Mutual CHAP Authentication. 
 

 
8. Click Finish and then click Apply. 

The following screenshot shows the iSCSI paths after they are created: 
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Discover External Volumes 
1. Select the External Storage Systems tab and then click Add External Volumes. 

 

 
2. Click Create External Path Group. 

 

 
3. Click Discover External Target Ports. 
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4. Select the iSCSI ports that defined the iSCSI paths in the previous section and then click Add. 
 

 
5. Click OK. 

If discovery is successful, LIO-ORG will be listed as an external storage system as follows: 
 

 
6. Select the discovered external paths and click Add. 

7. Click OK. 

8. On the Add External Volumes screen, click Next. 
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The following screenshot shows three external volumes were discovered: 
 

 
9. Select the discovered volumes and then click Add. 

10. Click Finish and then click Apply. 

The following screenshot shows the external volumes after they have been successfully virtualized: 
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Define GAD Quorums 
1. Expand Replication, select Remote Connections and then select the Quorum Disks tab. 

 

 
2. Click Add Quorum Disks. 

3. For each quorum that you are creating, complete the following steps: 

a. Enter the following: 

Quorum Disk ID: A value from the dropdown list. 

Available LDEVs: External volume (from the previous section) to use as a quorum. 

Remote Storage System: Remote storage system to pair with the new quorum. 

b. Click Add. 
 

 
4. Click Finish and then click Apply. 
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The following screenshot shows the quorums after they have been successfully created: 
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Appendix I: Mutual CHAP Authentication 
This section describes how to configure mutual (bidirectional) authentication with Challenge Handshake Authentication 
Protocol (CHAP). Mutual CHAP authentication means that the on-premises storage systems must authenticate with the Azure 
virtual machine and vice-versa. This extra security prevents unintended access from other devices on the same network. 

Enable CHAP Authentication in targetcli 
1. Log in to targetcli by running the following command: 

sudo targetcli 

2. Enable mutual CHAP authentication by running the following commands: 

cd /iscsi/iqn.2003-01.org.linux-iscsi.quorum-1.x8664:sn.e5d4db916f12/tpg1/ 

set attribute authentication=1 
 

 
3. Set the user IDs and passwords to use for mutual CHAP authentication by running the following commands: 

cd /iscsi/iqn.2003-01.org.linux-iscsi.quorum-1.x8664:sn.e5d4db916f12/tpg1/iqn.1994-
04.jp.co.hitachi:rsd.r90.i.0877e3.1g/ 

set auth userid=<chosen_auth_userid> 

set auth password=<chosen_auth_password> 

set auth mutual_userid=<chosen_auth_mutual_userid> 

set auth mutual_password=<chosen_auth_mutual_password> 

4. Repeat step 3 for the remaining IQNs. 

5. Save the changes by running the following commands: 

cd / 

saveconfig 

6. Exit from targetcli by running the following command: 

exit 

Enable CHAP Authentication on iSCSI Ports 
1. Log in to Storage Navigator. 

2. From the left side of Storage Navigator, select Ports/Host Groups/iSCSI Targets, and then select Ports. 

3. Select the iSCSI ports to configure with mutual CHAP authentication and click Edit Ports. 
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4. Complete the following fields, click Finish, and then click Apply. 
 

 
• CHAP User Name: Value for auth userid set in targetcli. 

• Secret: Value for auth password set in targetcli. 

Create iSCSI Paths for CHAP Authentication 
1. Log in to Storage Navigator. 

2. From the left side of Storage Navigator, select External Storage, and then select iSCSI Paths. 
 

 
3. Click Add iSCSI Paths. 

4. Click Discover iSCSI Targets. 

5. For each storage system iSCSI port that will connect to the Azure virtual machine, complete the following steps: 

a. Enter the following: 

• Local Port ID: Local iSCSI storage port. 

• Remote IP Address: Private IP address of the Azure virtual machine. 

• Remote TCP Port Number: 3260 
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b. Click Add. 
 

 
6. After adding the required iSCSI ports to the discovery list, click OK. 

7. In the Add iSCSI Paths window, complete the following steps: 

a. Enter the following: 

• Authentication Method: CHAP 

• Mutual CHAP: Enable 

• User Name: Value for auth mutual_userid set in targetcli. 

• Secret: Value for auth mutual_password set in targetcli. 

b. Click Add. 
 

 
8. Click Finish and then click Apply. 

The following screenshot shows the iSCSI paths after they are created: 
 

 
The remaining steps to discover external volumes and define GAD quorums are the same as without mutual CHAP 
authentication. 
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