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About This Document

Introduction

This document provides guidelines for configuring Global-active device (GAD) and VMware vSphere Metro Storage
Cluster (vMSC) using a Hitachi storage system.

Document Revisions

Revision Number Date Details

v1.0 August 2020 Initial release

v2.0 October 2022 iSCSI host connection support removal for GAD

v3.0 October 2023 ESXi8.0 support addition

v4.0 January 2025 Hitachi VSP One B20 support addition,

ESXi 6.5 and 6.7 support removal

v3.0 November 2025 Hitachi VSP One Block Series addition
VCF 9.x support addition
ESXi 7.0 support removal

Accessing Product Downloads

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support
Connect: https://support.hitachivantara.com/.

Log in and select Product Downloads to access the most current downloads, including updates that may have been
made after the release of the product.

Getting Help

Hitachi Vantara Support Connect is the destination for technical support of products and solutions sold by Hitachi
Vantara. To contact technical support, log on to Hitachi Vantara Support Connect for contact information:
https://support.hitachivantara.com/en_us/contact-us.html.

Hitachi Vantara Community is a global online community for customers, partners, independent software vendors,
employees, and prospects. It is the destination to get answers, discover insights, and make connections. Join the
conversation today! Go to community.hitachivantara.com, register, and complete your profile

Comments

Send any comments on this document to Docs-Feedback@hitachivantara.com. Include the document title, including the
revision level, and refer to specific sections and paragraphs whenever possible. All comments become the property of
Hitachi Vantara LLC.

Thank you.

© Hitachi Vantara LLC 2025. All Rights Reserved. 3


https://support.hitachivantara.com/
http://support.hitachivantara.com/
https://support.hitachivantara.com/en_us/contact-us.html
http://community.hitachivantara.com/
http://community.hitachivantara.com/
mailto:Docs-Feedback@hitachivantara.com

Configuring GAD and VMware vMSC on a Hitachi Storage System Hitachi Vantara

Introduction

A VMware vSphere Metro Storage Cluster (vMSC) is a specific storage configuration that combines replication with
array-based clustering. These solutions are typically deployed in environments such as metropolitan or campus, where
the distance between data centers is limited.

Purpose

This document provides instructions for configuring a VMware vMSC across two data centers using Hitachi storage
systems. Additionally, it includes various failure scenarios based on the use case.

vMSC Block Diagram

The following diagram shows the metro cluster between two datacenters and the quorum storage placed at a third site:
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Figure 1: vMSC block diagram

Hardware Requirements

The hardware used for vMSC tests must be listed as supported in the VMware Compatibility Guide (VCG). The following
components are required to create a VMware vMSC environment:

e Four ESXi 8.0 or VCF 9.x hosts with two in each site, having four port NIC card and two port FC HBA as per
requirement. All hosts will be running two VMs each (minimum).

e Two IP switches for management network and vMotion connections between hosts/VMs.

e Four FC switches for SAN connectivity to the datacenter storage network.

e Two GAD Quorum Disks (iSCSI disk from virtual machine or separate FC/iSCSI storage system such as the Hitachi
VSP F/G or other supported third-party storage systems).

One management host (vCenter server). For granular level support information on protocols for host connectivity,
remote connectivity and VSP SVOS levels, check product compatibility guide
https://compatibility.hitachivantara.com/products/storage-certification?partner=19&certification=92
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Configuring vMSC with GAD
Configuring vMSC with GAD consists of the following high-level steps:

—_

Host configuration
Switch configuration
Primary and secondary storage systems configuration

Quorum storage configuration

o > 0D

GAD configuration

Host configuration
The following components are required for configuring the host:

e For vSphere 8.0 ESXi or VCF 9.x host servers, the physical hosts running the virtual machines in both data centers
must be managed by the vCenter Server.

e For connecting SAN to the datacenter storage network, you must connect the Host HBAs to FC switches.

e For configuring vMotion between hosts, you must connect one NIC port of a two port NIC card on each host to IP
switches of same site.

« Create a Standard Virtual Switch (vSwitch) by adding the physical uplink that is connected to the IP switch.

« Create VMkernel network adapters by assigning static IP addresses and enable vMotion service on each host to
complete vMotion configuration.

e ESXi hosts using the iSCSI protocol with GAD is not supported by any VSP storage system.
e All four hosts along with the VMs must be a part of a single vSphere Cluster under a VMware Datacenter.

e For all GAD configurations, ATS (Atomic Test and Set) heartbeat must be disabled on all ESXi hosts. To disable ATS,
run the following command on all ESXi hosts.

esxcli system settings advanced set -i 0 -o /VMFS3/UseATSForHBONVMFESS5

e Two VMs are located in each host. RDM LUNs or Virtual Machine File System (VMFS) volumes from the datastore
must be assigned to those VMs.

e Host multipathing: You must configure all four hosts with multipathing software, either with VMware Native
Multipathing (NMP) or with Hitachi Dynamic Link Manager (HDLM) to load-balance I/O between all available preferred
and non-preferred paths.

« NMP or HDLM multipathing software integrates with GAD to provide load balancing, path optimization, path failover,
and path failback capabilities for vSphere hosts.

e When HDLM is selected as the multipathing software, the HDLM for VMware zip file is copied to the required server.
Then, after unzipping the file, five vib files appear under five different folders. You must install all vib files first to install
HDLM on the server as follows:

esxcli software vib install -v /<HDLM location>/vib20/hex-hdlm-dlnkmgr/*.vib
esxcli software vib install -v /<HDLM location>/vib20/psp-hdlm-exlbk/*.vib
esxcli software vib install -v /<HDLM location>/vib20/psp-hdlm-exlio/*.vib
esxcli software vib install -v /<HDLM location>/vib20/psp-hdlm-exrr/*.vib

esxcli software vib install -v /<HDLM location>/vib20/satp-hdlm/*.vib

e To verify whether Hitachi LUNs are managed by HDLM, run the following command:

esxcli storage nmp device list

The following shows the output for a LUN:

Device Display Name: HITACHI Fibre Channel Disk (naa.60060e8008753e000050753e00000133)

© Hitachi Vantara LLC 2025. All Rights Reserved. 5
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Storage Array Type: HTI_SATP_HDLM

Storage Array Type Device Config: {device config options }
Path Selection Policy: HTI_PSP_HDLM_EXLIO

Path Selection Policy Device Config:

Path Selection Policy Device Custom Config:

Working Paths: vmhba65:C0:T0:L0, vmhba64:C0:T0O:L0O

Is USB: false

Switch configuration

The following components are required for configuring the switch:

e For connecting LAN to the datacenter network from each host and VM, two network switches must be configured.
e For connecting hosts of both sites to the datacenter storage network (FC), four FC switches must be configured.

e For configuring the metro cluster environment, FC switch 1in site-1 must be in cascade with FC switch-3 in site-2, and
similarly, FC switch 2 in site-1 must be in cascade with FC switch-4 in site-2.

For configuring vMotion and network management, IP switch 1in site-1 must be in cascade with IP switch 2 in site-2.

Primary and secondary storage systems configuration

The following components are required for configuring the primary and secondary storage system:

e Two Hitachi storage systems configured (one in each site) and connected to FC/iSCSI switches of the respective site.
e Remote connectivity for GAD is supported for both the FC and iSCSI protocol.

e Each site storage must have two pairs of LUNs, one set for primary volumes and another set for secondary volumes.
These LUNs must be provisioned to all the four hosts on both sites.

e Each site storage must have two pairs of storage ports for MCU (initiator) and RCU (target) pair. These connections
act as the storage replication link between the primary and secondary storage systems.

e Site-1 storage primary volumes are in GAD pair with secondary volumes of the site-2 storage system. Similarly, site-2
storage primary volumes are in GAD pair with secondary volumes of the site-1 storage system.

e For NMP-ALUA configurations, the ALUA setting must be enabled on the P-VOLs for both sites. For enabling ALUA on
Hitachi LUNSs, run the following command:

raidcom modify ldev -Idev id <Idev_id> -alua enable -fx -IH<horcm instance>
For example:
raidcom modify ldev -Idev id 08:10 -alua enable -fx -IH4545

e Path optimization settings must be configured on the primary and secondary storage host groups as follows:

raidcom modify lun -port cll-d HOSTGROUP -lun id all -asymmetric access state optimized -
I10 (On PVOL host group)

raidcom modify lun -port cll-d HOSTGROUP -lun id all -asymmetric access state non optimized
-I10 (On SVOL host group)

e HMO78 must be set on the Host group having S-VOLs for all HDLM configurations. This is not required for NMP-ALUA
configurations.

© Hitachi Vantara LLC 2025. All Rights Reserved. 6
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Quorum storage configuration
The following components are required for configuring the Quorum storage:

e Two quorum disks assigned for each site GAD pair set.

e The Quorum disk can be configured by either assigning an iSCSI disk from the local disk of the server hosting a
Microsoft Windows Server or a separate storage system such as the Hitachi VSP F/G or other supported third-party
storage systems.

To configure a Windows Server local disk as an iSCSI Quorum disk for VSP storage systems, complete the following steps:

1. Navigate to Server Manager > File and Storage Services > iSCSI > New iSCSI Virtual Disk.

& 172.17.27.192 - Remote Desktop Connection

s Server Manager

@ ¥ Server Manager * File and Storage Services * iSCSI @1 Py e wos
_ g_ iSCS VIRTUAL DISKS
= Servers AIISCSI virtual disks | 2 total [
] Volumes ~
= Filter o Hv @~
[ Disks
ﬂ Storage Pools Path Status Virtual Disk Status  Target Name Target Status  Initiator ID
Shares 4 WIN-261J3535T2T (2)
DAISCSIVirtualDisks\Quorum.vhdx Connected iqn.1990-07.comvmscxwin2019  Connected 1QMN:ign.1994-04,jp.co hitachirsd.h8h.i123¢d0.3c. IQNiqn.1994-04 jp.co hitachiirsd h8hi. 123cd9.Ac 1QN:ign.19

Connected IQN:ign.1994-04,jp.co.hitachirsd.h8h.i.123cd9.3c, IQN:iqn.1994-04,jp.co.hitachirsd h8h.i.123cd94c, IQN:ign.19

Work Folders DAISCSIVirtualDisks\Quorum?2.vhdx ign.1990-07.com¥ymscwin2019 Connected

New iSCS| Virtual Disk...
Refresh
Import i5CS1 Virtual Disk..

Last refreshed on 3/6/2020 6:10:02 AM

iSCSI TARGETS

DASCSIVirtualDisks\Quorum2 vhdx on WIN-261)3535T2T 1
Pl @ @~

Name - Server Name Target QN Target Status  Initiator 1D

iqn.1990-07.comvmscwin2019  WIN-261J3535T2T  iqn.1990-07.comvmscwin2019 Connected ION:iqn.1994-04 jp.co. hitachirsd h8h.i. 123cd9.3c, IQN:iqn.1994-04 jp.co hitachir

2. Under iSCSI Targets, right-click View all Targets > Properties > Initiators and add the IQN of the storage ports to
use as External Ports for the Quorum.

© Hitachi Vantara LLC 2025. All Rights Reserved. 7



Configuring GAD and VMware vMSC on a Hitachi Storage System Hitachi Vantara

B, 172.17.27.198 - Remote Desktop Connection - o x
A i5CSI VIRTUAL DISKS
[ H Servers AIlSCS! virtual disks | 2 total [
] Volumes | Fes iSCSI TARGETS - o x
i Disks & iqn.1990-07.com.vmscwin2018 Properties — [u] x
ﬂ Storage| | Target Status  Initiator ID.
shares | 4 1qN.1990-07.com.vmsc:win2019
Show Al Connected  1QMN:iqn.1994-04,jp.co.hitachixrsd.h8h.i.123cd9.3c, IQN:iqn.1994-04;jp.co.hitachirsd.hah.i123cd9.Ac, IQN:ign.19
Work Fold General + Initiators | Connected 1QM:ign.1994-04,p.co.hitachizrsd.hBh.i.123cd0.3c, ION:iqn.1994-04;jp.co.hitachi:rsd.h8h.i.123cd9 4c, IQN:gn. 19
Security + Initiator IDs:
Connections + Type Value
IaN iqn.1994-04jp.co hitachizrsd.h8h.i.123def. 3¢
1N iqn.1984-04p.co.hitachirsd hBhii.123def Ac
1N iqn.1994-04p.co.hitachirsd hghii.123cd9.3e
QN iqn.1994-04jp.co.hitachirsd.h8h.i.123cd9.4¢
Bemore
Torget Status  Initiator ID
Connected  1QN:ign.1994-04,p.co hitachirsd.h8h..123cd9.3c, IQNign. 1994-04p.co hitachi
v
< >

GAD configuration

Two sets of GAD pairs configured using the storage Ul or CCl for each site storage for the vMSC environment are
required for GAD configuration.

To create a GAD pair from Raid Manager CClI server on the primary storage system, complete the following steps:

1.  Create LDEV for the DP pool by running following command:

raidcom add ldev -parity grp id <> -ldev id <Ildev id> -capacity <ldev capacity> -
I<primary storage horcm instance>

2. Format the newly created LDEV by running the following command:

raidcom initialize ldev -ldev id <ldev id> -operation fmt -
I<primary storage horcm instance >

3. Create a DP pool by running the following command for primary volumes in the site-1 storage system. Repeat the
procedure to create a DP pool for primary volumes in the site-2 storage system.

raidcom add dp _pool -pool name <pool name> -ldev id <ldev id> -I<Primary storage horcm
instance>

4. Create LDEVs from this DP pool for primary volumes in the site-1 storage system by running the following command.
Repeat the procedure to create primary volumes in the site-2 storage system.

raidcom add ldev -pool <pool id> -ldev id <ldev id> -capacity <pool capacity> -
I<primary storage horcm instance>

From SVOS 10.4.1 or later for Hitachi VSP One Block models, only DRS volume is supported. To create a DRS
volume, run the following command:

raidcom add ldev -pool <pool id> -ldev id <ldev id> -capacity <capacity> -capacity saving
deduplication compression -drs -request id auto -<horcm instance>

5. Format the newly created LDEV by running the following command:

raidcom initialize ldev -Idev id <ldev id> -operation fmt -
I<primary storage horcm instance >

© Hitachi Vantara LLC 2025. All Rights Reserved. 8
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6. Create a host group and set host mode options for primary volumes host group in the site-1 storage system. Repeat
the procedure to create primary volumes host group in the site-2 storage system.

7. Create a host group by running the following command:

raidcom add host grp -port <host group id> -host grp name <host group name> -
I<primary storage horcm instance>

8. Set the host mode and host mode options by running the following command:

raidcom modify host grp -port <host group id> -host mode 21 -host mode opt 54 63 114 -
I<primary storage horcm instance>

9. Set the Port topology and add HBA port wwns (for all four hosts) at Host Group by running the following commands:

raidcom modify port -port <port id> -port speed 0 -topology f port -security switch vy -
I<primary storage horcm instance>

raidcom add hba wwn -port <host group id> -hba wwn <HBA WWN> -
I<primary storage horcm instance>

10. Assign LDEVs to the host group by running the following command:

raidcom add lun -port <host group id> -lun id 0 -Idev id <ldev id> -
I<primary storage horcm instance>

To create a GAD pair from Raid Manager CCI server on the secondary storage system, complete the following steps:

1. Create a resource group of the primary storage system (site-1) on the secondary storage system (site-2) and assign
the respective secondary resources. Repeat the procedure to create a resource group of the primary storage
system (site-2) on the secondary storage system (site-1) and assign the respective secondary resources. Run the
following command:

raidcom add resource -resource name <resource group name> -virtual type

<primary storage serial number> <storage model type> -IH<secondary storage horcm instance>
2. Reserve the host group ID in the resource group of the storage system at the secondary site by running the

following command:

raidcom add resource -resource name <resource group name> -port <secondary hostgroup ID> -

IH<secondary storage horcm instance>

3. Delete the virtual LDEV ID of the volumes from the secondary storage system for creating GAD pairs by running the
following command:

raidcom unmap resource -ldev id <LDEV ID> -virtual Idev id <virtual LDEV ID> -

IH<secondary storage horcm instance>

4. Reserve the LDEV IDs in the resource group by running the following command:

raidcom add resource -resource name <resource group name> -Ildev id <LDEV ID> -
I<secondary storage horcm instance>

5. Set the reservation attribute for GAD to the LDEV IDs by running the following command:

raidcom map resource -ldev id <LDEV ID> -virtual Idev id reserve -
IH<secondary storage horcm instance>

6. For the LDEV ID where the reservation attribute was set, ffff or 65535 is displayed for VIR_LDEV (virtual LDEV ID)
You can verify this by running the following command:

raidcom get ldev -ldev id <LDEV ID> -fx -TIH<secondary storage horcm instance>

© Hitachi Vantara LLC 2025. All Rights Reserved. 9
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7. Create a host group of the GAD secondary site storage system and set Host Mode Options by running the following
commands:

raidcom add host grp -port <Host group ID> -host grp name <host group name> -
IH<secondary storage horcm instance>

raidcom modify host grp -port <Host group ID> -host mode 21 -host mode opt 54 63 78 114 -
IH<secondary storage horcm instance>

Note: Ensure that HMO78 is enabled on the Host Group associated with the S-VOLs for all HDLM configurations.

8. Set Port topology and add HBA port wwn of all the four hosts of both sites at the Host Group by running the
following command:

raidcom modify port -port <Port ID> -port speed 0 -topology f port -security switch y -
IH<secondary storage horcm instance>

raidcom add hba wwn -port <Host group ID> -hba wwn <HBA WWN> -

IH<secondary storage horcm instance>

9. Create DP pool and LDEVs for secondary volumes of site-1 GAD pair by running the following command. Repeat the
procedure to create DP pool and LDEVs for secondary volumes of site-2 GAD pair.

raidcom add dp_pool -pool name <Secondary pool name> -Idev id <Pool_volume LDEV ID> -
I<secondary storage horcm instance>

10. Create secondary volumes with the same capacity as the primary volumes by running the following command:
raidcom add ldev -pool <pool id> -Idev id <LDEV ID> -capacity <LDEV size> -
IH<secondary storage horcm instance>

11.  Add an LU path to the secondary volume by running the following command:

raidcom add lun -port <Host grp ID> -lun id 0 -Idev id <LDEV ID> -
IH<secondary storage horcm instance>

Creating a GAD Pair

To create a GAD Pair in site-1, run the following command in the site-1 storage system. Repeat the procedure to create
site-2 GAD pair on the site-2 storage system.

paircreate -g <GAD PAIR Name> -f never -vl -jq 7 -IH<primary storage horcm instance>
To create GAD pair from SVP on the primary storage system, complete the following steps:

1. Create a DP pool for primary volumes on the site-1 storage system. Repeat the procedure to create a DP pool for
primary volumes on the site-2 storage system.

© Hitachi Vantara LLC 2025. All Rights Reserved. 10
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2. Create LDEVs from this DP pool for primary volumes in the site-1 storage system. Repeat the procedure to create
primary volumes in the site-2 storage system.

Hitachi Device Manager

“ File  Maintenance  Actions Settings  Maintenance Utility W per | EAIGE o) ‘Oberaton Unloakad™ Logged in =s: maintenance

Explorer VMSC_SB(6) Last Updated :

ILAB H

Pool Volumes  Virtual Volumes

ekl
| AFiker | O T [Salact All Pagss| Column Settings| optionsw JIi€[€] © /1 3]
Capacity Used Capacity wumber | 8
(]| oev 10 LDEV Name Status - Capacity Saving gt
Total Reserved used used (%) Tier 1 Tier 2 Tier 3
] siteb-pol @ normal 250.00 GB 0.00 GB 13.61 GB 5 1361068 - - Disablad 2
™ siteb-pvol @ Normal 250.00 GE 0.00 GB 13.86 GB s 138scE - - Disabled 2
[m] siteb-pyol @ Normal 250.00 GB 0.00 6B 17.67 B 7 | 17.67GE - - Disabled z
™ siteb-prol @ normal 250.00 GB 0.00 GB 27.48 6B 10 | 27.48G8 - - Disabled 2
=] siteb-pyol @ ormal £.00 GB 0.00 6B 1.23 6B 15 1.23 GE - - Disabled z
™ siteb-pol @ normal 8.00 GB 0.00 GB 12368 15 1.23 6B - - Disabled 2
[m] siteb-pol @ normal 8.00 GE 0.00 GB 11868 14 118 GB - - Dissbled 2
[m] siteb-pval @ ormal £.00 GB 0.00 68 1.18 6B 14 1.8 GE - - Disabled z
[ siteb-pol @ normal 8.00 GE 0.00 GB 3.56 GB a4 3.55 GB - - Disablad 2
L siteb-pvol @ Normal 5.00 GB 0.00 GB 3.56 GB 44 3.56 GB - - | Disabled 2
[m] siteb-pval @ Normal .00 GB 0.00 GB 3.60 GB 45 3.60 GB - - Disablad 2
] siteb-pvol @ Normal 8.00 GE 0.00 GB 3.56 GB 44 3.55 6B - - Disabled 2
m| siteb-sval @ ormal 250.00 GB 0.00 6B 14.18 6B 5 | 14asGE - - Disabled z
] siteb-svol @ normal 250.00 GB 0.00 GB 13.49 GB 5 134568 - - Disabled 2
[™] siteb-svol @ normal 250.00 GB 0.00 GB 17.51 6B 7 17.51 GB - - | Disabled 2
™ siteb-svol @ nermal 250.00 B 0.00 GB 19.19 GB 7 | 19.a9Ge - - Disablad 2
[™] siteb-svol @ normal 8.00 GE 0.00 GB 12368 15 1.23 68 - - Dissbled 2
General Tasks m] siteb-svol @ ormal 8.00 GB 0.00 GB 1.23 GB 15 1.23 GB - - Disabled 2
Ut Create Host Groups [m] siteb-svol @ nermal 8.00 GE 0.00 GB 11868 14 1.18 GB - - Disabled 2
m siteb-svol @ Normal 8.00 GB 0.00 GB 1.18 GB 14 1.18 GB - - | Disabled 2
[m] siteb-sval @ normal .00 GE 0.00 GB 3.36 GB 44 2.55 GE - - Disabled z
] siteb-svol @ Normal 8.00 GE 0.00 GB 3.52 6B 44 3.52 68 - - Disabled 2
=] siteb-sval @ ormal £.00 GB 0.00 6B 3.52 68 44 3.52 6B - - Disabled z
[m] siteb-svol @ normal 8.00 GB 0.00 GB 3.56 GB 44 3.56 6B - - Disabled 2
& Add Extarnal Volumes
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3. Create a host group and set the host mode options for primary volumes host group in the site-1 storage system.
Repeat the procedure to create primary volumes host group in the site-2 storage system.

=

Hitachi Device M

= File = A Maintenance Utility ~ View  Tool  Help 8 Aot Al Log ‘OperationUnlogkadl| Logged in as: maintenance

Explorer Last Updated

rts/Host Groups/iSCSI Targets

"7 ILAB HMSO

pe
ligTasks iSCSI Target Alias Host Mode

1D-G02 (02) 21 [VMvare Extension]
F@F iSCS] Target Name iqn.1994-04,jp.co. hitachizrsd.h8h.t, 15577,1d002 Port Security Enabled

Port ID CL1-D Authentication Mathod None
Virtual Storage Machine VSP E990/ 415577 Mutuzl CHAR Disabled

User Name

Hosts LUNs Host Mode Options = CHAP Users

£ 3 —
AFiter | ot [FE3  [select Al Pages|| Column Settings | [optionsw | [€) 1 /1 5[

of 4

[l Portio  HeAiscsl Hame Hostlam | ST STt
Ll cu-o ign.1990-07.com.emulex:00-00-c3-da-c7-fF 81 10-G02 (02) iqn.1934-0...
LJ| ci-p ign.1990-07.com.emulex:00-30-fa-1a-d9-a9 74-0 10-G02 (02) ign.1994-0..,
Ll| ei-o ign.1998-01.com .vmvare:siteahost2-154b3676 78 10-G02 (02) iqn.1994-0...
15179 (( L] cu-p ign.1998-01.com .vmvare:sitebhost2- 103277bd 82 1D-G02 (02) ign.1994-0...

-CIRT (01)

e

DA |

10502 (02) tasat Mada
ESCSE Tarpet Hame I 1994: 0. 50,00, bitachi 1rad hBh.E1 5577 1d0G2 Port Sacurity

Port 1D - Authanticasian Mathad
vimusl Seoregs Msching WD BB § 4315577 Hutusl CHAP [
Lieer Rama

LUNS  Host Mode Optisns.

34 (WAL} Support Option for the EXTENGED COPY command
o) [¥AA1] Support spbion for vIbsrage APIx based on T10 standards

114 Tha BUGMEtE BIATRGAGUS ISOEMatan on BRE.S o7 later

[T
Haservad
VIRITAS Dstsbasa Edbicn/Advanced Clusbar

o
1l
2
E Razarcad Disbled
4 Reservad Disabled
3

Basarad Tisabled

5. Assign LDEVs to the host group:
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ISCHE Tasget Ak ) 21 [vitnare Extansion]
SCSE Tagat Nama L9404, 40 RABER WA L 1357724002 P Satty Enablad
Port 1D e Buthsscation Hathod o

Vetusl Saeenge Mathing VD RO [ 419377 Mutual CHAD Cinnbiad

Usar Hama

Balected: & of 1)

| Optisasw | 14 | 1 ri a9

LUN ED LOEY 1D \‘. Poal Masna (10) of B a Moda
o . '
Tots Resarved  Unad Used [W)  Tier 1
@ 1 wase_sa(s) /00008 | 00008 13408 - T Eeatied
@ a3 \SE_8B(E) 90,6068 00048 138608 3 inskGh DB 2 Enabled
[ g C_sBiE) 230.00 G Q0008 17.67 G 7 174708 O 7 Snabied
@ or YMSC_8B(6) 2800008 00008 P08 1 apos oe I Enethad
@ 28 VSC_SRIE} 5.00 GB 0,00 GB 133 68 13 13368  OF 2 | Enabled
G - 08 vaelC_SB{8) 8.00 68 Q.00 a8 1.23 68 15 12308 O 2 Enabled
\“ 48 MRS _SR6) 8.00 GB S0 GR 140 G 4 1.8 08 oP H Enabied
= @'z ac VST SB(K} Boooe  cooas 118 08 14 IRTT - 2 Enatbed
= [F 5E_SRIE) 90008 000GR  AS6GE 44 1308 DR 7 Enabied
T @' -3 ) BoOGE 06048 3.36 08 aa 35468  OR 2 Enatlad
al 1 -
5 \" A i VMSC_SB(6) 8.00 GB Re=k ) 3.560 Gb 3 150GE  OF 2 Enatied
.\-.‘ il - vMRSC_SB(E) 8.00 o8 Q40008 134 08 44 13408 oe 2 Enatiad

To create GAD pair from SVP on the secondary storage system, complete the following steps:

1. Create aresource group of the primary storage (site-1) type on the secondary storage system (site-2) and assign
the respective secondary resources. Repeat the procedure to create a resource group of the primary storage (site-
2) type on the secondary storage system (site-1) and assign the respective secondary resources.

2. Delete the virtual LDEV ID of the volumes from the secondary storage system for creating GAD pairs.

Edit Virtualization Management Settings

1.Edit Virtualization Management Sattings

This wizard lets you edit virtual management settings of the selected LDEVs.
Make the settings, and then Click Finish to confirm.

Virtual Management Settings: l Enable (Mot Sat) v J
Initial Wirtual LDEV ID: LOKC cu DEV
] w L
Interval
¥
Virtual Configuration: Specify Mot Set
Emulation Type: -

CWS Settings: Enable Disable

Number of Concatenated LDEVs:

S5ID:

3. Set the reservation attribute to the volume for the secondary volume of the GAD pair.
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4. Set the reservation attribute for GAD to the LDEV IDs.

Assign GAD Reserves

1.Confirm

Enter 3 name fer the task.
Confirm the sattings in the list and click Apply to add tha task in tha Tasks quaua for exacution.

Task Name: 200715-AssianGADReserves
(Max. 32 Characters)

Selected LDEVs

LDEV 1D Virtual Storage Machine Capacity Saving

00:00:17 WSP ES80 / 415577 Disabled

5. Create a host group of the GAD secondary site storage system and set Host Mode options.

Hitachi Device Manager g
“ File  Maintenance A < Maintenance Utility — V B Alditlon | [ COperstion Unlockad

Explorer Last Updated

Host Mode

i5CSI Target Alias 21 [VMware Extension]

4D-G01 (01)
iSCSI Target Name iqn.1994-04 jp.co.hitachi:rsd.h8h.t. 15577 .4d001 Port Security Enabled
Port ID cLe-D Authentication Method Nons

Virtual Storage Machine VSP ES90 / 415577 Mutual CHAR Disabled

User Name
Hosts | LUNs ' Host Mode Options | CHAP Users

Selected: 0 of

afiter | on FT | Selact All Pagss | Column Settings. optionsw (i€][€] /1 [3]

(]| port 0 HBA i5CSI Hame Host Hame ‘ASIES; st ‘rf:r:‘e“’ﬁ‘
L csp ian.1990-07 .com.emulex:00-00-c3-da-c7-ff 81 4D-GO1 (01) ian.1394-0...
L cwao iqn. 19007 .com.emulex:00-30-fa- 1a-d5-ed 741 4D-Go1 (01) iqn.1354-0...
L ce-p ign. 199801 .com.vmvare siteahosta-154b3675 78 ap-Go1 (01) iqn. 1934~

L eo ian.1998-01 .com.vmvare isitebhost2-103277bd 82 4D-GO1 (01) ian.1394-0...

> 4D-GO1 (01)

iSCSI Target Alies 4D-Go1 (01) Host Made 21 [VMvare Extension]
iSCST Target Name ign.1994-04.jp.co. hitachi:rsd.h8h.£.15577.4d001 Port Security Enabled

Port ID cLa-o Authentication Method None

Virtual Storage Machine VSP ES50 / 415577 Mutual CHAP Disabled

User Name

Hosts LUNS  Host Mode Options = CHAP Users

Tergets
[arier | on 5] [Column Settings Srew Jli€]

Option Description Status

(VAAI) Support Option for the EXTENDED COPY command Ensbled
(VAAT) Support option for vStorage APIs based on T10 standards. Enabled
The automatic asynchranous reclamation on ESXi6.5 or later Enabled
Reserved Disabled
Reserved Disabled
VERITAS Database Edition/Advanced Cluster Disabled
Reserved Disabled

Reserved Disabled

6. Create DP Pool and LDEVs for secondary volumes of site-1 GAD pair. Repeat the procedure for creating DP Pool
and LDEVs for secondary volumes of site-2 GAD pair.

7. Create secondary volumes with the same capacity as the primary volumes.
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E \ Selected: 12 of 25
Select All Pages| Column Setbngs| [ Optionaw €] €] 1 1 |

Capacity Uszed Capacity

O wevm LOEY Hama Status Capasity Saving Burbe
Total Rasarvad Usad Usad [* Tier 1 Tiar 2 Tiar 3

[} siteb-pvol @ niormal 250,00 GB 0.00 GB 13,61 GB 5 13.61 GB - - Disabled z

L sitat-pual @ normal 250.20 GB 0.00 6B 1385 @8 5 i3eses - - | Disabled 2

[m] =itab-puol @ nerma 250.00 cB 0.00 GB 17.71 68 7| res - - Dizazied 2

[ siteb-pvol @ normal 250.00 GB 0.00 GB 27.48 GB 10 27.48 GB - - Disabled 2

(9] siteb-prol @ rormat .00 ce 0.00 c8 L23ce 15| rzsee " © Disasled 2

|} siteb-pvol u Hormal £8.00 GB 0.00 GB 1.23 GB 15 1.23 6B = = Disabled 2

[ @ normal 10.00 GB 0.00 GB 0.00 GB o 0.00 GB - - Disabled o

L sitas-pyal @ normal £.00 GB 0.00 GB 118 GE 14 12868 - - Disabled 2

|} 4C siteb-pvol @ tormal 8.00 GB 0.00 GB 1.18 GB 14 1.18 GB c = Dizabled 2

Ll @ ooinoisk  siteb-pvol (@ normal 8.00 GB 0.00 6B 3.56 GB 24 3.56 GB. - - Dissbled z

9] itab-pvol @ normat .o ce 0.00 cB 2sece as | 3ssee - ~ Disasied 2

L siteb-pvol @ Normal 8.00 GB 0.00 GB 3.60 GB 3.60 GB Disabled 2

L sitab-pyol @ normal 8.00 GB 0.00 GB 3 Disabled z

Horm.

o,

Horm
[

Normal

Normal

Normal

From SVOS 10.4.1 or later for Hitachi VSP One Block models, only DRS volume is supported.

Capacity Usage D Used / Total Pool
B Used Eree 2562 (0x0A02) 0B/5.00 GiB B85_VMW_PP
Volume Type Capacity Saving Compression Acceleration
Deduplication and Compression Disabled
Capacity Saving Status Data Reduction Share Number of Assigned Servers
Enabled Apply to snapshot 0
Servers Number of Snapshots
n 4]

8. Add an LU path to the secondary volume.

4D-Go1 (01) Last Updsted

ILAB HM: - 4D-GO1 (01)

fi Taskes ISCS1 Targat Alias 40-01 (01) Host Made 21 [vhuars Butansion]
iSCSI Target Name iqn.1994-04 jp.co.hitachi:rsd.hEh.t.15577.4d001 Port Security Enabled
Port ID cLa-p Authentication Methad None

* [ Parity Groups virtual Storage Machine vEP E990 / 413377 Mutual CHAP Disabled

% Lo User Hame.

Hosts | LUNs Host Mode Options | CHAP Users
Copy LUN Paths = - Selected: 0 of 12
Afitcer || o0 5 | Salsct All Pagas | Column Settings optionsw Jl€][£] 1 11 3]
Capacity us=d
Li| port o LUN 1D LDEV 1D :‘::’E Pool Hame (1D) Capacity :;:\gswomng 2;4:;5‘; ALUA Mode
Total Reserved | Usad Used (%) | Tier1

L] cLao o 3 siteb-sval | vMSC_SB(6) 250.00 GB 0.00 GB 14.15 GB 5 14.19GB  DP 2 Ensbled
L cueo &2 4 sitb-svel | vMSC_s8(6) 250.00 GB 0.00GE  13.49 GB 5 13.49GB  DP 2 Enabled
[ cwa-p &z siteb-cvol | wMSC_SE(8) 250.00 GB 0.00 GB. 17.51 GB 7 17.51GE DB 2 Enabled
L] cwap &z 56 siteb-svol | vMSC_SB(6) 250.00 GB 0.00 GB. 19.15 GB 7 19.19G8 DR 2 Ensbled
Ll cuo # = 10057 siteb-sval | vMSC_S8(6) 8.00 GB 0.00 GB 1.23 GB 15 12368 DP 2 Enabled
[ ceo s ! siteb-svol | vMSC_s8(8) .00 GB 0.00 GB 1.23 GB 13 12368 DP 2 Enabled
L] cwo & 55 siteb-svol | vM5C_SB(8) 8.00 GB. 0.00 GB 1.18 GB 14 1.186G8  DP 2 Ensbled
Ll cuo z A sitsb-svel | vMSC_SB(6) 8.00 GB 0.00 GB 118 GB 14 11868  DP 2 Enabled
Ll cuo #e e siteb-sval | vMSC_S8(6) 8.00 GB 0.00 GB 3.56 GB a4 3.56G8  DP 2 Enabled
O ceo &= c siteb-sval | vMSC_sB(s) £.00 GE 0.00 GB 3.52 GB a4 z5268  DP 2 | Enabled
Ll cwo & 0 D siteb-svol | vM5C_SB(8) 8.00 GB. 0.00 GB 3.52 GB 44 35268 DP 2 Ensbled
Ll cLap &1 E siteb-sval | vMSC_SB(6) 8.00 GB. 0.00 GB 3.56 GB. a4 3.56GB  DP 2 Ensbled
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9. Create a GAD Pair.

secondary Veolume Selection: _

Base Secondary Volume: Port 1D Host Group 1D/ LUN ID stem

ISCSI Target 1D

cs-A | v | oo - o

0 and vsP Gx0{

(00-FE) (0-2047,
5t Remote C 0 =nd V5P Gx0{
Decimal input)
Add 0 =nd V5P Gx0{
Selaction Type: (=) Interval 0 and vsP Gxof

() Relative Primary Volums and vsp Gxof

0 and vsP Gxof

Wirror 10 (o v 30 and VP Gxo
Juerum Disks (_os(o0:00:5%) v 0 and vsP Gxof
a1 (ot Assign = 20 2nd vse oxof

\dministration P————
R ions
A Ostions 0 and vsP Gxof

eneral Tasks Initial Copy Type: |_Entire Volume - 0 2nd vsP Gxof

Copy Pace: 15 Tracks 0 and VSP Gx0{
{1-15) 0 and VSP Gx0{
ALUA Mode: Depends on Primary Volume Settings 10 and VSP Gx0{
D nds on Primary Wolumne Settings > P — > 0 and VSP Gx0{
—— > | 0 and VSP Gx0{
B N SRR S L0 gelzsizilk T o= @
Dissble 0 and vsP Gxof

0 =nd VSP Gx0{
4 Back Nesct b Finish Cancal | %

This vizard lets you create pairs. Enter the information for the pair you want to create, and then click Add. Click Finish te confirm.

@Te temote Storsge System:  Model / Seria| Number Path Group 10 Selected Pairs
lVSP Ex00, VSP Fx00 and VSP Gx00 / 413855 VJ 03 v

Local Storage System

>rimary Volume Selection:

L Host Graup i
a p Name / 15CSI Target
Selection Object: () Fibre (s iscSL LDEVID LDEV Hame. | Port ID i5CSI Target Alias Nizme

LU Selection: Port ID iSCSI Target Alias

(cro | ¥ [ 1o-Got (o1)

lected: 0 of 48

a a Available LDEVs :—
o [ e

, pionsw | €] = "
-
- ] Potio Host Group Name / iSCS1 Target TRl s
ISCSI Target Alias Name
8 - 5 and VSP Gx00/ 4

and VSP Gx00/ 4

add p and VSP Gx00 / 4

and VSP Gx00/ 4

and VSP Gx00 / 4

p— > Lol EDEED &
and VSP Gx00 / 4

Selected: 3 of 3

and VSP Gx00 / 4

secondary Volume Selection: and VSP Gx00 / 4

and V5P Gx00 / 4
Base Secondary Volume:  Part ID Host Group 1D/ LUN ID

and VSP Gx00 / 4
iSCSI Target ID

csA |w| oo - [}

and VSP Gx00 / 4

and VP Gx00 / 4

(00-FE) (0-2047, and VSP Gx00/ 4
B B Decimal input) and VSP Gx00 / 4
ate LD
Selection Type: (3) Intarval (o v v P N Cne EPEED) ¢
—_—
a D > and VSP Gx00/ 4

Change Settings || Remove Selectedi 0 of 0
a < 2 | Chenge Settings J| Remove | and VSP Gx00 / 4

and VSP Gx00 / 4
nd VSP Gx00 / 4
>

For NMP-ALUA configuration, while creating an ALUA pair, the ALUA mode must be enabled.
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Remote Connection Failure Scenarios
This section covers the typical failure scenarios in a GAD vMSC environment, along with the results for each scenario.

GAD pair behaves differently for failing remote connections for each site.

Test simulation results
Test simulation result of storage TC ports failure (ALUA/NMP) for a particular site (A or B):
Disabled site A storage TC ports:

» Site A P-VOLs win and site B corresponding S-VOLs block.
» Site B P-VOLs win and site A corresponding S-VOLs block.

Disabled site B storage TC ports:
> Site A P-VOLs block and site B corresponding S-VOLs win.
» Site B P-VOLs win and site A corresponding S-VOLs block.

Test simulation result of storage TC ports failure (HDLM) for a particular site (A or B):

Disabled site A storage TC ports:
» Site A P-VOLs win and site B corresponding S-VOLs block.
» Site B P-VOLs win and site A corresponding S-VOLs block.

Disabled site B storage TC ports:

» Site A P-VOLs win and site B corresponding S-VOLs block.
» Site B P-VOLs win and site A corresponding S-VOLs block.

Note:

e For NMP/ALUA multipath, set HMO78=0FF.

e For NMP/ALUA, ensure that ALUA is enabled per LUN / Dedicated Ports for P-VOLs, and S-VOLs enabled with HG
Optimized and Non-optimized Paths.

For vSphere, the Ul on all ESXi hosts shows the LUN status: “Active (I0)” a P-VOLs and “Active” a S-VOLs.

For S-VOLs Storage Ports, zero IOPS was observed, and for P-VOLs storage ports, generated IO workload was
observed.

For NMP/ALUA, the host sends CMD=A30A to all the paths, and the storage that notifies the Quorum first survives.

HDLM confirmed that no ALUA RTPG A3h command send occurred; therefore, both P-VOLs survived on both storage
systems.
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Replication Ports Failure Test using ALUANMP  HITACHI

1. Disable TC porls @@
replication swilches in Site 2

swi | . sy
— - e 2 Hostissue CMD=A30A to all

{ ) H2 paths (PVOL and SVOL)
\\\\ ST / 3 1% 1o nolify quorum win from
| BW1 R  SWa Site 2 storage

4 PVYOL and SVOL on Site 2
@ @' survived
CMD=A3DA l CMD=A304
(from host) {from host)

O
— ‘4“-“,’ Local

Site 1 @““‘““"‘ Site 2
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