
 

 

EXAM DESCRIPTION 

* Depending on the location and course delivery format, this closed-book, proctored qualification test may also be offered and administered by 
the instructor at the conclusion of the supporting course. 

 

 
 
 
  
  
 
 
 
 
 
 
 

Test Objectives 

Section 1 Data protection overview 

1.1 Describe the data protection concepts. 

1.2 Describe Recovery Point Objective and Recovery Time Objective. 

1.3 Describe the Hitachi Ops Center Protector features and functionality. 

Section 2 Data protection components 

2.1 Describe the Hitachi Ops Center Protector software architecture. 

2.2 Describe nodes characteristics. 

2.3 Describe how to define policies. 

2.4 Describe how to create and monitor data flows. 

Section 3 Block storage-based data protection 

3.1 
Describe Hitachi Ops Center Protector capabilities for block storage 
arrays. 

3.2 Describe the Hitachi replication solutions. 

3.3 Describe the requirements for block-based data protection. 

3.4 Describe how to configure storage-based data protection. 

Section 4 File-based data protection 

4.1 
Describe Hitachi Ops Center Protector capabilities for file-based 
protection. 

4.2 
Identify steps for creating host nodes using Hitachi Ops Center 
Protector. 

4.3 Describe generation repositories.  

Section 5 Application-based data protection 

5.1 
Describe Hitachi Ops Center Protector capabilities for VMware 
protection. 
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This test is primarily designed for Hitachi Vantara customers, partners and 
employees who use Hitachi Ops Center Protector to orchestrate and manage Hitachi 
replication products. The test will validate that the successful candidate has 
knowledge of the major components used for protection orchestration, and how to 
perform host, application and cloud-based storage backups and snapshots. It also 
covers Hitachi Ops Center Protector administration and maintenance. 
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Data protection administrators should have knowledge of Hitachi in-system and 
remote replication products. They are responsible for defining data protection 
policies, creating and managing copies of data, and ensuring business continuity. 
 
 
 
 

Test Objectives 

Section 1 System Architecture 

1.1 Describe the different VSP 5000 models and their specifications. 

1.2 
Describe the VSP 5000 systems architecture, their components and 
their functions. 

1.3 
Describe the front-end design and layout of VSP 5000 systems and 
the supported Channel Boards (CHBs).  

1.4 
Describe the back-end design and layout of VSP 5000 systems and 
the supported Disk Adapters (DKAs). 

Section 2 System Pre-Installation and Installation 

2.1 
Describe the VSP 5000 storage systems pre-installation procedures 
and documentation. 

2.2 Describe the VSP 5000 disk controllers (DKCs)  interconnections. 

2.3 
Describe the "New Installation" procedure for VSP 5000 storage 
systems and when it is appropriate to use. 

2.4 
Describe the key steps involved in the installation of VSP 5000 
storage systems. 

Section 3 System Configuration 

3.1 Describe the VSP 5000 storage systems network settings. 

3.2 Describe how to create Parity Groups on VSP 5000 storage systems. 

Section 4 Management Software 

4.1 
Identify the VSP 5000 storage systems management tools and 
describe their function. 

Section 5 Maintenance and Incident-Resolution 

5.1 
Describe how to backup the VSP 5000 storage systems 
configuration. 

5.2 
Describe how to perform online hardware upgrades and 
configuration changes on VSP 5000 storage systems. 

5.3 
Describe how to troubleshoot incidents on VSP 5000 storage 
systems. 
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5.2 

Describe how to create nodes, policies and data flows for VMware 
protection. 

5.3 
Describe Hitachi Ops Center Protector capabilities for Oracle 
protection. 

Section 6 Cloud Backup 

6.1 
Describe Hitachi Ops Center Protector capabilities for Hitachi 
Content Platform private cloud backups. 

6.2 Describe the concept of Unified Backup Infrastructure (UBI). 

6.3 
Describe Hitachi Ops Center Protector capabilities for Amazon S3 
cloud backups. 

Section 7 Administration and Maintenance 

7.1 Describe Role-Based Access Control (RBAC). 

7.2 Describe how to create reports and define notifications. 

7.3 Explain how to backup Hitachi Ops Center Protector. 

7.4 
Describe how Hitachi Ops Center Protector collects diagnostic 
information. 

Section 8 REST API 

8.1 Describe Hitachi Ops Center Protector REST API concepts. 

4.3 Describe generation repositories.  
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