Solution Name and Value
Modernize Recovery Copy
Proposition:
Services
Up
to 10 Words
Improve Data Availability, Mitigate Risks
and Reduce Costs
S O L U T I O N P R O F IL E

Creating and managing copies of production data for the purpose of recovery is a fundamental
responsibility of every IT department. However, as organizations embrace digital transformation and
data center modernization projects to remain relevant in their respective industries, the methods used
to create local and remote recovery copies also need to be modernized.
The days of taking an application server down at night to perform an hours-long backup are gone.
The same is true when performing a recovery, either from a simple issue such as a database
corruption, or from a major outage. The hours or days of downtime, and the amount of data at risk
of loss, are no longer acceptable. More modern technologies, such as storage-assisted snapshot
and remote replication, are becoming the best practice for ensuring minimal downtime
exposure from both backup and recovery operations.

Does Your Data Protection Solution Meet
Service Level Objectives?
Business leaders expect IT to deliver 100% uptime, especially for critical applications and data. You
cannot provide this service level with traditional backup and disaster recovery techniques. However, copy
services that are built into Hitachi’s enterprise-class storage systems can provide near-instant protection
and near-instant crash-consistent recoveries. And Hitachi’s automation and orchestration software
layer adds application-consistent recovery plus policy-based performance that meets the stringent data
availability requirements demanded by the business.

Application-consistent copies can be automatically created, refreshed and expired in multiple locations.

Hitachi Ops Center Protector Is the Modern Platform for Enterprise Copy Data Management
Hitachi Ops Center Protector radically simplifies the use of the advanced in-system and remote replication
technologies available in Hitachi Virtual Storage Platform (VSP) systems. In the primary data center, it
works with the databases and applications to be protected to put them into a hot, backup-ready state.
Then, it triggers an application-consistent Hitachi Thin Image snapshot or a Hitachi ShadowImage clone,
and releases the application to continue its operations. All within seconds. Protector also automates
remote replication, using active-active stretched storage clustering, synchronous replication and
asynchronous replication to support flexible 2-data-center (2DC) and 3-data-center (3DC) topologies.
Ops Center Protector makes it very easy to set up and manage even the most complex policies and
workflows. Rely on Protector to provide end-to-end protection across near-instant local operational
recovery and long-term retention, plus remote high availability, business continuity and disaster recovery,
as well as to facilitate data reuse.
See Hitachi Solution.
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Meet Your Recovery Requirements in a
Single Integrated Solution
Provide Near-Instant Local Operational Recovery
With Hitachi Ops Center Protector and Hitachi
Thin Image snapshot software, it is fast and easy
to revert to a point-in-time snapshot over the data
that needs to be restored, or to mount it to another
location for testing and other purposes.
Protect data more often to reduce data at risk of
loss and restore it almost immediately.

Large Regional Events Require Long-Distance
Disaster Recovery
Hitachi Universal Replicator (HUR) asynchronously
copies data across any distance, enabling disaster
recovery anywhere in the world. Protector can
include an HUR pair as part of a policy-based
workflow, combining operational recovery and
disaster recovery on a per-application basis.
HUR can be combined with TrueCopy or globalactive device for a complete 3DC solution.
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Reduce copy data storage needs with highly efficient incremental-forever data capture.
Choose the right technologies for each requirement: backup, continuous data
protection (CDP), snapshot, clone and replication.
Easily set up and manage end-to-end data protection policies on the unique
whiteboard-like interface.
Improve recovery point objectives (RPO) by more than 95%, recover in minutes instead
of hours, and eliminate point solutions.

Ensure High Availability Across Regional Distances
The global-active device feature of VSP arrays
provides active-active storage clustering at distances
up to 500km (310mi). If one site goes down, the
other keeps running with the same data, with no
need for manual failover or failback operations.

Recover Easily From Ransomware Attacks
Keeping data inaccessible to attacking malware
assures recovery, without the need to pay a
ransom. Hitachi block and object storage systems
can lock volumes for a user-defined period, with the
ability to read but not change or delete them.

Protector can include global-active device links as
part of its end-to-end data protection workflows.

With Protector, it is possible to configure an
automated process for locking and unlocking
copied data.

Business Continuity Is Not an Option
Extended downtime can totally devastate any
business. Hitachi TrueCopy synchronous replication
provides an up-to-the-second copy of production
data in a secondary location, ensuring zero data
loss when the primary site goes down.
Protector automatically discovers and
automates an existing TrueCopy replication pair
when configuring a new dataflow.

Protect Data That Is Not Stored on Hitachi Arrays
Hitachi Ops Center Protector supports highly
efficient data protection for third-party operating
environments, such as Oracle Enterprise Linux, Red
Hat Enterprise Linux, SUSE Linux, VMware vSphere
and Microsoft Windows. It also performs streaming
backups of Oracle Database and VMware vSphere.
Protector can be used to protect and restore data
from a wide range of applications and systems.
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Eliminate the Need for Many Point Solutions
Data protection is complicated. Each application
and data source has its own unique method for
making backup copies. Do you use separate
solutions for physical and virtual machines, and for
Oracle databases, and for remote replication?
Ops Center Protector brings all these capabilities
together in a single solution, reducing complexity,
cost and risk.
Modern Data Protection Is Not Just for Large
Enterprises
Small and medium-sized businesses need alwayson data availability, just like the big companies,
but usually cannot afford it. Hitachi’s small and
midrange Virtual Storage Platform (VSP) arrays
share the same operating system and replication
capabilities as its largest enterprise arrays.
With Protector and VSP, recovery copy services
can scale from very small to very large.
Use Data Copies for More Than Just Backup
Backup data can consume many times the
amount of primary storage. Data deduplication and
compression can help, but that’s not the point.
You should be able to use your backup data for
secondary business purposes, such as DevOps
and compliance auditing.
Protector makes it easy to repurpose copy data, in
private or public cloud, while controlling access.
Automatically Provision Recovery Copy Services
With Ops Center Automator
Hitachi Ops Center Automator, an easy-touse tool, runs common IT workflows, such as
provisioning the necessary compute and storage
resources for a new virtualized application
instance. Using RESTful APIs, Protector-based
copy data services can be provisioned as part of
an Automator template.
Prevent the common mistake of forgetting to
protect new VM and application instances.
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With Hitachi Ops Center Protector,
you can eliminate backup windows,
reduce the amount of new data at
risk of loss by

95%
or more, and restore any size of
data in minutes.

When You
Modernize the
Data Center, You
Must Modernize
Recovery Copy
Services
Many organizations are transitioning data protection
and recovery away from the traditional full-plusincremental backup model, which cannot keep
up with data growth and tighter service level
requirements.
Instead, they are moving toward Hitachi Vantara’s
more modern approach, using advanced
technologies such as hardware- and softwarebased snapshots and replication. These
technologies help you to achieve improved recovery
point objective, recovery time objective, backup
window and total cost of ownership (TCO) levels.
These innovative technologies can help to
improve service levels, reduce costs and mitigate
risks, while simplifying operations. Hitachi Ops
Center Protector is a single enterprise copy data
management solution that can manage all types of
data, automate processes and provide peace of
mind through reporting and auditability. Its unique
user interface makes it easy to transfer complex
business requirements into seamless end-to-end
policy-based workflows.
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Next Steps
Modern copy data management technologies such as Hitachi Ops Center Protector can ensure that critical
application availability meets business service level requirements, now and in the future. Hitachi Vantara
stands ready to show you how to deploy the right technologies, at the right price, to maximize data availability,
dramatically improve recoverability, make greater use of copy data, and minimize costs .
Learn more about snapshot and replication orchestration from our Modern Data Protection
and Copy Data Management overview brochure.
Dig deeper into how downtime introduced by backup and recovery operations can cost an
organization money and reputation. Read our white paper.
Modern replication and management capabilities are equally needed by small and mediumsized enterprises. Download the solution profile.

Visit the Hitachi Vantara data protection website to learn about all the
modern approaches available to protect databases, applications and
filesystem environments.

We Are Hitachi Vantara
We guide our customers from what’s now to what’s next by solving their digital challenges. Working alongside each customer,
we apply our unmatched industrial and digital capabilities to their data and applications to benefit both business and society.
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